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OcmopoXHo, noddesKa!

Yem onacHbl CalTbl-NoAAeNKHN? I - N
KpagyT naponu
pacnpocTpaHAoT BpeaoHocHoe MO
HaBA3bIBAIOT N/IAaTHbIE YCAYIU

No6po nomanosars

BKOHTaKTe — yHHBEPCANBHOE CPEACTBO
KOTOPBIM EXEAHESH0 NONLIYIOTCR AECATH

LY RO KOMNBIOT e
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Ob6pamu sHUMAHuUe
Ha Hacmoawul

Ucnonesyu adpec calima! o bl
PYHKYUOHA Mposepali IMpu HasedeHuU Mbiwu |  Hainércaecé
bpaysepa: adpec caiima! peasneHbili adpec

Ham 15 ner

«u3bpaHHoe», omobpaxcaemcs

«3aKNa0Ku»! 80 scrisbigaroweli
noockaske.

I enyyanubiv obpasos




O CMOPOXHO, NOJOEAKA!

@

WARNINGIH Duick System Scan Besult s lx

Kak o6maHbiBaloT B UHTepHeTe? XP antivirus Online Scanner detected
MpocAaT noaTBepAUTb NOrMH/Naponb. ¥  dangerous spyware on your system!

" Detocted makcious nd
Mpeanaratot 6ecnnaTtHbIi aHTUBUPYC. D R .
a yCTaHaBAMBalOT BpegoHocHoe MO, Bupychbl. o e
MpocaT ornpasutb CMC (nnaTHoe). Soywawe  CRITICAL

Spyware High
Trojan Mednam

0o npaboa? Kaw pacnoznams oomatl?

(nemwehl][ Ignoce

’

Balw akkayHT 3aBn0KMPOBaH 3 PACCRINKY CNamM-cooblEHHH, Ha OCHOBAHMH MHOMOYMCNERHEIX ¥anof oT
nonb30BaTENEH. 4N BOCCTSHOBNEHHA HKETEI BaM HeobX0AMMO NPOMTH NPOLEAYPY SKTHEALUMH, AKTHEALMA
NPOM3BOAMTCA B SETOMATHHEKOM PEXHME U ABNAETCA abconoTHo BecnnaTHoi. OTnpaebTe ce cooblueHue ¢
tekcToM 151178 Ha Homep 8353, B oTBETHOM chc coobilueHHe Bl NoNyuMTE KOA aKTHEALMH, KOTOPLIM
HeobX0AMMO BBECTH HHME, ECNM B TEYEHHE MECALE Ball aKKayHT He ByAeT aKTMBMPOBAEH, Mbl OCTABNAEM 3a coboM
NpaBo YAaMMTh ero, B woasep Tesedona: |79
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Ocmopo>kHo, cnam!

llepsoHa4yasbHO cs1080 «SPAM »
Cnam — smo maccoeas
noasusnoce 8 1936 2.
paccoinKa Hesanpawusaembix
OHo pacwiucppoeelanoce Kak noay4yamenem 31eKMPOHHbIX
SPiced hAM Yot P
coobuweHuli Kommep4Yeckoz20 u
(ocmpasa semyuHa) u bbino
HeKomMmep4YecKoz20
moe8apHbIM 3HAKOM 0189 MACHbIX
coOepHaHus.
KOHCcepeos.

NMOMHMWN: naa Ha nosoay y C[TAMa ecTb puUCK:
Otnpasutb nhatHoe CMC, onnaTtnUTb HaBA3AHHYIO YCAYTY.

MoNy4YnTb NNATHYIO NOANMUCKY HA HEHYXKHYIO MHPOpPMaLUIO.
MoTepATb YY4ETHbIE U (MIN) UHbIE AaHHbIE.

CTaTb »KepTBOM 06MaHa.

Hacmpoli 3
6e3onacHocmeo Hcnonesyu Mposepsali
6paysepa u MoYmoso donosiHUmenbHole Wcronb3yii HAO0éxHoCmeb
npozpammol (nodkmioyu| PICWUPeHUs bpaysepos, AHmMUuBUpYC nocmasujuKka
aHMU@UWUHe, 3auumy o Harnpumep AddBlock baiiepsonn! ycnye, ucrnons3yl
crnama u 0p. 8CMPOEHHbIE (moseonsem 6n0kuposame P ] UHOPMALUOHHbIE
cpedcmea 3aujumei)! CMAM u peknamHeie 6710Ku), cepeuce «who is»!
WOT (nokaseisaem petimunz

calima cpedu uHmMepHem-
nonv3osamenel)!




[TepcoHaAbHble DaHHble U
AuYHas uHgopMayus 6 UnmepHeme

2%
m ) - I
€pcoHasbHbIe 0aHHble [lepcoHanbHbie OaHHbIE *> ‘ Y
meos YacmHaa cobcmaeHHOCMb o s %
, oxpaHAaem ®edepasnbHeoll BP) + + ‘r%
npexcoe yem nybsuKko8amMo ux 3gkoH No 152 — ®3 Tt
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u (unu) nepedasame mpemoum «O nepcoHanbHoIx OaHHbLIX» N A ﬁ
auyam, nooymati, cmoum nau? ' »

Koy w 3areamt HyncHa mbodt neptoHantHad
uHPpopman,ui? &

K-To MOKET MMCETE MHE NWYHbIE CDDG[I[EIIIH Bee nonb3oBaTemM

Ko BuguT doTorpadim, Ha KOTOPBIX MEHA OTMETIWAN  Bre Nonb30BaTeNM

80% npecTynHUKoB b6epyT MHGOPMaLMIO B COL,. CETAX.
JInyHas nHPopMauMAa NCNONb3YeTCA ANA KpaXKu Naponen.
JInyHas MHPopMaUMA NCNONb3YyeTCA AN1A COBEPLLUEHUA TAaKMX B e
NPecTynaeHn KaK: WaHTa, BbIMOraTenbCTBO, OCKOpbaeHune, Koro Bnato b cricke Mo Apysei W no/imcoK - Beex Apysei
Kneseta, KWAHEeNNuWHr , XVILLI|EHI/|e! KT0 MOHET BUIETH MOWX CKPBITHIX APY3eil  Tonsko A

KT0 BMAHT BHOEO3ANKCH, HA KOTOPLIX MEHA OTMETHAN  Bce Nonb3oBaTen

He nybnukyli .
UHGopmayuo Xopowo nodymad, He dosepsii

lpu pecucmpayuu
8 COUUAsbHbIX
cemsx cnedyem
ucnosnL308amMo

monbko ma unu

Mcesd0oHuUM (Huk)!

Hacmpoli 0 CBOEM kakyto ceou cekpemol
npusamHocmo MecmoHaxoxdeHuu uHgpopmayuo HE3HaKOMYam

8 couy. cemsax u u (unu) MOXHO u3 MumepHema!
Opyaux cepsucax MamepuanbHbix nybauxkosame

yeHHocmsx! 8 MHmepHeme!




AHOHUMHocmb 6 cemu

Mucrep AHOHHM 3ANTOMHMU!
O S AHOHUMHOCTb B UHTEPHETE - 3TO MU®!

P Cnedeol npeboisaHuA 8 MHMepHeme xpaHamcs Beou cebs 8 uHmepHeme
dorneo, 8EMH(/1UBO, KK 8 pedsbHol

daxKe NPoKcu U aHOHUMalizepbl He MomMoz2ym HU3HU
CKpbimbcA!

g Fapuk Xapnanos
# . $

I apram Xapnanow e ' 2 ' Y
oATBEPXAEHHANA CTPaHNLa
Mooss, Fooom Py ST & . r n p n p u
vy Y 2 [laHHaR 0TMETKA 03Ha4YaeT, YTO CTPaHuUa MapuKka

Bbina NoaTEepKASHa aaMMHMCTPaw el BKoHTaKTe,

OduumanbHble aKKayHTbl 3HAMEHUTOCTEN BCeraa NPoxoasaT
npoueaypy sepudpmkaumm

BHUMAHME: byab ocTopoKeH npu 0bLeHnm ¢ HesHakomuamu B cetu!

MMM moryt oKasaTtbCa:
MaHbaKK, Nneaodunbl, N3BpaLLEHLbl. 3aB/IEKAIOT B CBOM CETU, CKIOHAIOT K COBEPLUEHMUIO Pa3BPaATHbIX
aenctemin! Takoe obLeHNE MOKET BbITb ONACHbIM ANA KU3HU!
NHTepHeT-XAMDbI (Tponnu) npoBoumpytoT Ha HEOHAYMaHHbIEe NOCTYMNKM U HEOBOCHOBaHHYIO arpeccuio!
KnbepnpecTynHMKKM 3a4acTyto 0OMaHOM NOXMLLALOT YyXKoe nMyLLecTso!
XaKepbl MCNOb3YOT aHOHMMHOCTb A/1A PAaCNpPOCTPAHEHUA BPeAOHOCHOrO NPOrpaMmMHOro obecneveHus,
3aBNageHUA YYETHbIMWN JAHHBIMM, NAATEKHBIMW PEKBMU3UTAMM, NEPCOHANbHON MHbOPMaLmen!




OmKpblimble cemu, YyKasd mexHuKa

Heoperrciioe

wmmwmwwmwwd ywmepe!
¢

M uyyxoii komneloTep

NMOMHMU :
Byab 0CTOpOXKEH B OTKPbLITbIX U HeBe3onacHbIX ceTax. MogKaoyeHne
K TOXKHOWM CETU MOXKET MOMEHTA/IbHO INLWINTL TebA BCel
nepcoHanbHON MHGOPMALMKN, XPaHALLENCA B TBOEM 3N1EKTPOHHOM

YCTPOMCTBE: NPECTYNHUKY CTAHYT AOCTYMNHbI MAPOAU, U Apyras
nHopmaLma.

OnacHO OCTaBNATb CBOM YYETHbIE AaHHble Ha YCTPOMUCTBE, KOTOpOoe
Tebe He NPUHAANEKNT, STUMM AAaHHBIMW MOTYT BOCMO/1b30BATbCA
B NPeCTYnHbIX Luenax.

Hecrkountvrwo npocmsty npabun, komopsie caedyem cododames npuw padome 8 omipstmsty
COMAR UM & UCNONEFOBAHMEM < LYHCOU>> MeRHAKALL

1. [lpu pabome c ny6auYHbIM
ycmpolicmeom ucnonb3yl nyHKm
«yyxcoli Komneromep».
Ucnone3yli pexcum «npusamHo2o

1. Ucnone3yli wugpposaHHbie
XPAHUAUWA OGHHbIX, KOmopbie
nomo2ym 3auumume meou
/AIUYHble ¢gpalinsl.

Ucnonws3yli crioxcHble naposnu,
cocmosuwue U3 nporucHLIX U
302/108HbIX AMUHCKUX BYK8 U
yugp, a Makxce cuMeosos.
Ucrons3yli monbsKko omKpsimeoie
cemu 8 Ha0exHOCMuU Komopbix

1. Ucnone3yli 6esonacHoe
coeOuHeHue ¢ noymoli u
cepsucamu (6ezonacHoe

npocmompa» coeduHeHue 0603HaYeHo
8 bpaysepe. ) ) SAMKOM
Bce20a ucronb3yli KHOMKy «8bllimu» ¢ 3en1EHbIM MeKcmom).

npu 3aeepweHuu pabomol ¢ He ocmaenali 6e3 npucmompa

pecypcom. ycmpolicmea docmyna 8 cems
OmKasbiealicas om coxpaHeHus (menedon, naaHwem
7 7

naponsa npu pabome HA «YyHoM HOymG6yK)
\ omMneomepe». Mmbl ygepeH.




Yerobud ucnoAb3obaHus npozpamMHOoz20 npodykma

J/Trobas ycnyaa 8 UHmepHeme umeem AUUEH3UOHHOE CO2AaWeHUA U (Unu) ycaosus ucnons3osaHus. llpu ycmaHosKe
npo2pammHeix Npodykmos (ocobeHHO om Heu3gecmHbix npouzsooumereli) ciedyem HUMAMenbHO YUMames meKkcmel
coenaweHul, 8edb rocse NPUHAMUA Co21aWEHUA 8CA 0MBEeMCmMeBeHHOCMb U N0CAedCmauA UCN0oAb308AHUSA MPO2PAMMHO20
npodykma noxamcs Ha mebsa!

[ —— -
I'Iop,TBep)Kp,aﬂ cornawieHue «Bcsenyro» Tbl MOXKellb: P TETRen 437 men T € YUATB A (PO S MY

OdopmMUTb NNaTHbIE NOANUCKK/YCNyry; B s
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JINWNTbCA NepCoHaNnbHbIX A4AHHbIX, XPAHALLMUXCS hesieemess 0]
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Cratb 3B8eHOM 6oTHeTa u (nan) CNAM cetu; Hummoms Same wmorm morTccaamer s § oo c
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MoounbHble yempouicmba/ModuAbHbIN uHMepHem

3Hali: BHumaHue! lepcoHanbHble OaHHble!
CospemeHHbIl MobunbHbIl Ce200HA mobunbHble ycmpolicmea cooepiam
mesnegoH/naaHwem - 3mo He Mpocmo BANCHYIO UHPOPMAYUIO:
Cpedcmeo c8A3U UAu Kpacusas CriucoK KOHMAKMos;
uepywka, Jlu4Hble pomoepacpuu/sudeosanucu;
a ro/IHoUeHHoe KOMMYHUKGUUOHHOE JaHHele docmyna K 3n1eKmpoHHoU noyme u

ycmpolicmeo He ycmynaroujee UHbIM GKKGyHmMam & cemu,

no npou3eodumesnbHOCMU U JaHHble 0 6AHKOBCKUX Kapmax/naamenax;
(hyHKYUOHAsTYy NepcoHanbHOMY Vmerom npueasKy K 6aaaHCy cum-kapmel

Komnsromepy. onepamopa ceAsu.

*  yCMaHo8U MOBUsbHYHO 8EpPCUI0
aHmueupyca Ha c8oé mobusbHoe

ycmpoucmeo, OMK/HOYU PYHKUUIO

ycmaHo8U NnpusioxeHus, asmornooKAYEHUS K OMKPbIMbIM
wugpyrowue meou OaHHsle - Wi-Fi cemam

OHU 3aWUMAM uUYHble adinbl; UCrosnb3yll MoAbKO 3aUUWEHHbIE
ycmaHasenusail npunoxeHus Wi-Fi cemus
7

MOs1bKO U3 NMPOBEPEHHbIX
UCMOYHUKO8, BHUMAMes1bHO

0ba3amesnbHO npasusibHoO

3asepwali pabomy c nyb6AUYHbLIM
yumadli om3biebl none3osameneli Wi-Fi:
7’

TN e

s ey e T
o e i = L AL e

370 NPUNOXEHUE NONYYUT AOCTYN K
YKa3aHHbLIM HUXe faHHbIM
YcTaHoBUTL ero?

e Coobuwenunn
e Cevesoi oOMeH faHHbIMK

e Jinyxan uudopmaymsn
e [lamsars
o [InarHbie ycnyru

o TenedoHHbie BbI3OBLI

OTmeHa YcTaHoBuTh

eHUMAMmMersrnbHO u3yqaﬁ rnpaea,
3anpawueaemeolie MOobunbHbIMU
npusioxeHuamu,

UCI'IOﬂb3ylj mosibKO
rnpoeepeHHsole mMobusnbHble
cepsucsl.



OcmopoxxHo, MOLUEHHNIKN!
[pedynpexxoeH — sHavum, Boopyxen

MOMHMU: Yem 6onbwe BcemupHas MaymuHa npoHUKaem 8 #u3sHo arooel,
mem 60s1ble MoA8AAEMCA 3/10YMblUWeHHUKO8, MbIMAUWUXCA 8CEMU BO3MOMCHbIMU MyMAMU AUWUMb mebs OeHez!

Kapp,m-lr - cnocob6 MoOLIEHHMYECTBA C MCMNOAb30BaHUEM
H6aHKOBCKUX KapT. anCTyI'IHMKM NOXULWAOT PEKBUN3UTDLI KaPTbl
CO B3/IOMaHHbIX CepBepPOB UHTEPHET-MAlraanHoOB, MNJ1aTEXHbIX
CUCTEM NN C NEPCOHAJZIbHOIO KOMMNbIOTEPA NOJIb30BATENA.

Loy
itibank YBepomieHne o nony4eHun ninarexa
3aperucTpuposaHo 3a Homepom EM202-16

Vpaxaemnii KIHEHT,

¢V| LUMHIroBble C006Lue HUA - 3TO YBep'OMﬂ eH MH, 20 centabpa 2004r. xa Baw rexyunit c4eT Bt nony4eK nepesox B
HKHOCTPAKRON BANIOTE Ha cyMMy, npeBrwarougyio USD2,000. B

OoTnpas/sieHHble OT UMEeHUN aAMUHUNCTPATOPOB 6aHKOBCKUX UK coorserctmin ¢ Momssoparenscxin cornamennen CitibankR Onfine, Bas

HeOBXOMIMO MOATEEPTHTE ITOT MEPEROS A ET0 Y o

APYyrMx nnaTexHbix cuctem. OHM NPU3bIBAIOT MNO/Ib30BaTeNEN spmaotey Dkt s s S ke e
nponTM no  $anblUMBON  CCbiNKe, 4YTOObI  YyKpacCTb S R i s
KoHOUOEHUMaNnbHble AaHHble. [leicTBua nogobHoro poaa -

HaueneHbl Ha OAHKOBCKMM CYET MAW YYeTHYK 3anucb B PR

BMPTYaNbHOM NAATEXKHOM cucteme. Kak TONbKO MPeCcTyYNHUKU Cryxba CitbankR Alerting Service

nony4yator Heobxoaumyo UM nHpopmauumtio, OHU Zj,';“*“;m:;;fmg:‘umﬁ&
MOMEHTANIbHO MCMONb3YIOT ee A/A A0CTyna K 6aHKOBCKOMy =

cyery.

Hnz exoaa & nporpammy CitiBankR Online, naxmite croga >>

pope 20 Ty Proyeiy® Be vaty, mizmose ¥ Crifine 103 naceage oz
FECHH IO (T e (R 1




OcmopoxxHo, MOLUEHHNIKN!
[pedynpexxoeH — sHavum, Boopyxen

<Huwzepucckuness nucbma, HeBepoamioi Yoarta w nonpomaiikin)
(D B i

»

«Huzepulickue» nucbma:

B TeKkcTe TaKoro nucbma 06bIMHO COAEPHKUTCA
nHdopmauma o TOM, YTO Yy aBTopa MUCbMaA €ecTb
MHOrO AeHer, Nosy4YeHHbIX He COBCEM 3aKOHHbIM
NyTEM, M NO3TOMY OH HE MOMKET XPaHUTb AEHbrU
Ha cyeTy B baHKax cBoeW cTpaHbl. EMy cpoyHO
Heobxoaum cyeT 3a pybexom, Kyaa MOXKHO
NnepeyYncnmTb AeHbrn. ABTOpbl NOA06HbLIX NUceEMm
nonpocAT Teba 06HANUUNTDL KPYMHYIO OEHEXHYI0
CYMMy, B KauyecTBe BO3HarparkgeHua obeuwas ot
10% po 30% OT 3aABNEHHOW B NMUCbMeE CYyMMbI.
Nonpowaiinuyectso: Npoea MolleHHMYecTBa 3aK/1O4YaeTcs B TOM, YTO
nonb3oBaTeNb NPeaoCTaBUT AOCTYM K CBOeMy
CYeTy, C KOTOpOro mfo3s¥Ke OyayT cnucaHbl Bce
[EHeXHble cpeacTsa.

YBegomneHus o Bbiurpbitue:
B nucbme coobuiaeTcds O TOM, YTO Tbl BbIUrpan
KPYnHYlO cymmy gaeHer. Lenb MoweHHUKa -
BbIMaHWUTb y Tebs AeHbrM 3a NoJyYeHne BbINrpbiLla.
Obbl4HO OH CcnucbiBaeT 3TO Ha Hanor. [loTepas
6AUTENbHOCTb, Tbl MOMEllb MNEepPeBecTU KPymnHyto
CYMMY Ha CYET MOLLEHHUKOB.

MOLWEHHUKM [aBAT HA KaNnocCTb M OTMNPABAAIOT
nMcbma ¢ npocbbo o nomowm AKobbl OT
61aroTBOpPUTENbHbIX opraHusaumm nnn
HY}KOaoLWMXCa NIOAEN.

o PLEASE I NEED YOUR HELP ot 1 14 1 i et 108
B A4eNCTBUTE/NIbHOCTU TaKne C006L|.|,eHV|ﬂ coaepxat MISS SUSSAN DUNGA, »

ABIDJAN COTE D'IVOIRE,
CCbIJIKM Ha peasibHbleé OopraHn3aunm um d)OH,ﬂ.bl, HO FROM SUSSAN DUNGA.

PEKBU3UTbI AN NEePeYUCNeHUss  AEHEXHbIX s Mt Sateas Aani Tioosdy b S Tte

Geaeral Mohammed dunga the former Director of mditary
CPEeACTB YKa3bIBAOTCA /IOXKHbIE. taligic (o spocil sckng Ganeral Mniinr o€ he

Siena Leone Diamond muning coperation (SLDMC ). I am

contachng you to seek your good azsistance to transfer and

wwest USD 18 milkon belongng to my late father whuch 13

deposited m a bank m Abidjan. This money 15 revenues from




3aujuma om MoweHHuyecmba!

Yoot He cvmamt weepmbBoit MOoeHHMUKA, COOIN000 npotmste npabuaa:

He coobwati
MOCMOPOHHUM He nepexodu
Auuam ceou 10 CCbIKAM,

nepcoHasbHole YKA3aHHbIM
OaHHbIe, 8 M10003puUMenbHbIX

Yoanal nucema, kKomopeole He 6y0db cauuwkom
codepxam He OMHOCAWYHOCA dosepuyusbiM, nposepAl
K mebe uHghopmayuro, 8CI0 UHGhopMauuro,

CBA3AHHYH C OEHEeMHbIMU codeprauyro npocbbsi
cpedcmeamu, 0cobeHHO 0 nNoMowju, UuHa4ye
om Heu3gecmHbix nodel. nomMouwib MoMom

nompebyemca mebe
camomy.

HomMepa cyemos, nucomax.
MUH-KOObI U M. .

v From: Information Desk <info@euroonlinelottery.com>
Sap;':‘::pn;;z:::oozg:%:;Z:HEHI\:I‘;;; Subject: EU / Commonwealth Lottery Promotions

Neptacindl prieat, ol 4 Your email address was selected to claim the sum of $ 500,000.00 in the 201

20 cerntabpa 2004r. xa Baw reiunit cxer S1x nonydeK nepesox B ‘ [ottery,
KHOCTPAHKON BAMIOTE HA CyMMy, npeBrwaouyo USD2,000. B X G 3 3 &
cooTsetcTBRH ¢ ITonesopatenscxim cornamenxen CitibankR Onfine, Ban To claim your prize, please contact our agent n Lagos, ngena.

HeobXOMNMO MOATBEPIUTS ITOT NEPEROY [N 10 YCIEIHOro = » " .
N Bmﬁ,w,ﬁ cxer. fin ,,(,m,pjmm narexa Contact person: Mr. Marshall Ellis e-mail: marshallellis11@live.com
npocium Bac saittit B nporpamuy ynpasackna Baunim cxerom CibankR Phone: +2348036954742

Online 1 c/1eA0BATE NPEANOKERHEH HHCTPYKIKAM. :

Ecnu nopteepxaeniue He SyAeT Nony4eno B Teuenue 48 4acoR, nuaatex Prrone o fessamis eral Pyeddonn.) o o 00eeTe|seette st 4MTEIIne WINYY 1T wsvemes Lot evpenns Congratulationsl
6yReT BOIBpAILER OTNPABHTEMO. e " ¥

‘)

Mone3oBaTent OTNPABMN BAM CKJl E Cbepbank On/laim

& Bep s Chefioes Dulla

OTxpuainante BKnag
€ NoBHWeENNOU
- (maeKod eneral Mohammed dunga the former Director of military
' teligence and special acting General Manager of the
ining coperation (SLDMC ). I am

7] 3anoOMHWTE MeHSA
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Kak BUPTYAABbHAS cemb Moxem BAugmo
Ha PEAADHYR Xu3Hb

NOMHMW: 3a BUPTYAJZIbHbIE npecTtynaeHua oTeedvatoT
no PEAJZIbHOMY 3akoHy

CT. 272 YK P® - HenpaBomepHbIit ZOCTYN K KOMNbIOTEPHON MHPOPMaLK
(a0 5 net nnweHuna ceoboabl);
cT. 273 YK P® - Co3gaHue, ncnonb3osaHue 1 pacnpoctpaHeHue
BpPEeAOHOCHbIX Nporpamm ana IBM (5 net nuweHus caoboapl);
CT. 274 YK P® — HapyweHue npasun akcnayatauum 3BM, cuctem 3BM nan
nx cetu (a0 5 net nuwexHna ceoboabl);
cT. 129 — KneseTta (80 5 net nuweHua ceobogpbl);
cT. 130 — Ockopbnernue (40 3 net AuweHua ceoboabl);
cT. 159 — MoweHHu4ectso (8o 10 net nuwenusa caoboapl);
CT. 165 — NpuunHeHue nmywiecteeHHoro yuepba nyrtem obmaHa nnu
3noynotpebneHua gosepuem (40 5 net nuweHua ceoboapbl);
CT. 146 — HapyweHue aBTOPCKUX 1 CMEXHbIX Npas
(a0 10 net nnweHnsa ceoboabl);
CT. 242 — He3akoHHOE pacnpocTpaHeHue NopHorpaduUuecknx maTepmanos
nnu npegmetos ( 4o 5 net nuwenua ceoboapbl);
cT. 242 (1) — U3roToBNEeHUE U 060POT MaTepuanos N NpeaMeToB
C NnopHorpapuyecknmmn n3obparkeHnamm HeCoBepLIEHHONETHUX
‘ (a0 15 net nnweHns ceoboapbl).




3anoMHuU npocmble npabura desonacHocmu:

He ysepeH 6 caoux
3HaHuAx? Nicnone3yl
y4YemHyo 3arnuce ¢
02paHuUYeHHbIMU npasamu!
He pabomatii om umeru
admuHucmpamopa (root) -
amo ybepexcem

om b6onbwuHCMBa
3apaxeHul;

b6e3 Heobxodumocmu

He Oenatli «0xcenbpelik»,
«pPA3/I0YKY», «PYMosaHue»

ModpobHee
0 npasunax

* Ucnonw3yli
aHMUBUPYCHYHO
3awumy (ny4we
b6ecrnnamHelli
aHmusupyc,

Yyem HUKAKO20;
KoMMepyecKue
npo2pammel
npedocmasnsaom
dornonHumesbHbie
pyHKyuu u yoobcmea);
Pez2ynapHo o6Ho8Al

cucmemy U aHmMuBuUpyc;

ura
/) De30nacHoro

* Hacmpol donosnHumernoHble

yHKYuU (6710KUPOBKY
peKaamesi 8 bpaysepe,
GyHKUUU aHMUpUWUHaa,
6/10KUPOBKY BCMAbIBAIOUUX
OKOH, pexcum 6e30nacHo20
noucka);

Ucnonws3yli ogpuyuansHoe
AUUeH3UoHHoe U (unu)
c80600HOE PocpamMmHoe
obecneyeHue;

Bocnnaries “Beb dwvnerp”

Yyumeieali
pexkomeHOayuu
npo2pamm 3auumsi
(He 3ax00u Ha calimel,
Komopble nomeyeHvi
KQK OracHele, He
omkpeoisali ghalinei,
Komopeble ba10KUpyem
aHmusupyc);
OzpaHu4usali spems
pabomeoi
8 MlumepHeme — xcusu
peasnbHoli #u3Hbto!

g DNpeanomirn n Genntit
ANR pOZITENOH cnMcon

MHTEpHEeTa

yumaii O
8 SHYuKnoneouu
6e3zonacHocmu

JIATA BESONACHOND MHTEPHETA HOBOCTH MYB/IMKALIMM

JaonosTemdrso Hsdorpadeeas Pogurensm u nesaromam
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Bonpocbl 0N 00cyKoeHus

Yem onacHbl caTbl nogaenkn?
Kak pacno3Hatb noaaenky?

Yro Takoe Cnam? Kak 6opoTtbca co Cnamom?
Kakue cywectsyloT meToabl 610KMpoBKM Cnam peKkiambl?

YTO OTHOCUTCA K NEPCOHANIbHbIM AaHHbIM, A UTO K IMYHOMK (KOHPMAeHUManbHoM) nHpopmauun?
Kakyto nHpopmaumio MOXKHO Ny6anKosaTtb B ceTu?
Mouyemy He cToUT Ny6/1MKOBATb CBOMU NOJIHbIE AaHHbIE?

AHOHUMHOCTb B CE€TU: NpPaBAa UK Bbimbicen?
Kakue npaBuna nosegeHuA B CeTU HYXXHO cobaloaath?

Kakue onacHOCTM noacTeperatoT Hac B OTKPbITbIX ceTax?

Kak He cTaTb XepTBOii NPeCcTynHMUKa NPU UCNOJIb30BaHUMN OTKPLITbIX ceTeit?

Kakue npasuna nosb30BaHUA YY>KOU TEXHUKOMU HY}KHO MOMHUTL?

JInueH3snoHHoe cornaweHue/npasuna Nob30BaHUA: YATATb MU HeT?

Mouemy Ba)KHO 3HaTb NPaBuWJ/a UCMO/Ib30BaHUA NPOrPaMMHOro NpPoayKTa/uHTepHeT-pecypca?

Buabl UHTEepHeT-MmoLwweHHUYecTBa (06 beKTbl MOLLEeHHUYecTBa)?
Kakue Buabl npectynneHuit pacnpoctpaHeHbl B UHTepHeTe?
Kak He cTaTb }XepTBOi KMbepnpecTtynHuKa?




Xouewlb coeramb UnmepHem Oe3onacHee?
Ucnoab3yu cneyuasbHble UHCMpYMeHmbl!

B PAALY CTVRLA () WAL EFN S VIR B W AR tcrmALMtHng Tl a8 0
AT A ST L

o o erocxannanser  EAUHLIA PEECTP
Mpucbinam cCbiIKM Ha ONacHble CaunTbl o R
B EAnHbIN PeecTp 3anpewéHHbIX CalnTOoB:
eais.rkn.gov.ru

OTnpasnai coobLieHna 06 onacHOM KOHTEHTE
Ha ropsayme IMHUK JIurn 6e3onacHoro MHTepHeTa:
ligainternet.ru/hotline

Coobuia 0 N0/Ie3HOM KOHTEHTE:
ligainternet.ru/encyclopedia-of-security/included-white-
list.php

Pernctpupyinca B coumanbHOM CeTU, NOCBALLEHHOM
KnbepbesonacHoCTH:
social.ligainternet.ru

QI eg;:nacum
WUcnonb3yn WEB-punbtp: HHTEHETS

www.ligainternet.ru/proxy

Yntan sHuMKnoneaunto 6e3onacHoCTu:
www.ligainternet.ru/encyclopedia-of-security

Bel-Qumitpe— QJ
TY® § MNTRDMEY

0 KOWT !
woro kowTewTa B / -
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/Auza 0e30nAacHO20 UHMepHema
Mol deaaem uHmepHem Yuuje

T

S

BbisBnssiem u 610KMpyem onacHbliA KOHTEHT,
cnocobcTByem nonmke KubepnpectynHMKoB

Moaaep:xnBaem nonesHble CaiiTbl U
cnocobcTByem uX pasBUTUIO

|yt e & e ne Tt A ban s s e

MNpeacrasnaem Poccuio B mupe

N men Tern apvcmbcamn e e Tors ot bt seitenes nhw 100 Do e
AREALI S T3N AT A M ST ST TAATIT § SO
« Mowmgna Toan

* Uiz Te Ampm SSW CuGiwelsl SLeCTRNLLS FES8aI5es.
TP TR WITTIOM YRR FIIAG U SRS VLT ST
ST LAY b IS SIS JESIAMLS 81235 Bapuly T SxITana
oz ¢ 1T ey

¢ Noovw N slageres ¢ sorraeess  pemok. wes  Segrreson
el ST, Sl i FuSs AT § T HaTap e

¢ Worwn Ties SSUOETIY VOIS § MERTTE CEITAY ML SRS kT
el o aonih Gifi 8 aiLy wemeenes, wails b seis

PaspabartbiBaem u 6ecnanaTtHo BHeapaem
nonesHoe nporpammHoe obecneueHue

ensooocTel L pangT.
e 3 Dy |MITIIDCN0 STMIVITE odE sEipLEl TRWICGGNLAS LI DN ME
apenare, [Tasvasssn, vemifiomonpin o shuormasseid 4 sses iiyme
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[TodpodHee o HAac Yumaume Ha catime:
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Cnacuoo 3a BHumaHue!

WWW.LIGAINTERNET.RU
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