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NUH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIMXCS 1J151 PASMEIIEHMS
HA O®PUIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxaplM TOJOM MOJOJIC)KM B HWHTEPHETE CTAaHOBUTHCA OoJibllle, a
IIKOJIbHUKM OJHM W3 CaMbIX AKTUBHBIX MoOJib3oBaTtened Pynera. Mexnay tew,
MOMHUMO OTPOMHOT0O KOJIMYE€CTBA BO3MOXHOCTEH, UHTEPHET HECET M MPOOJIEMBI.
DTa maMgTKa JOJKHA TOMOYb Tebe 0e30IMacHO HaXOAUThCSA B CETH.

KoMmnbroTepHblie BUPYChI

KoMIbroTepHBIli BHPYC - 3TO PAa3HOBUIHOCTH KOMIIBIOTEPHBIX IMPOIPaAMM,
OTIMYUTEIBHON 0COOEHHOCTBIO KOTOPOU SIBJISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHHE K 3TOMy, BUPYChl MOTYT IMOBPEIUThH WM MOJHOCTHE) YHUYTOXHUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3aIlyllleHa 3apakeHHas MpOrpaMMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTH
OIEPaIOHHYIO CUCTEMY CO BceMH (ailzamu B 1esloM. B OOJIBIIMHCTBE CiydaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeTtoapl 3alIUTHI OT BPEIOHOCHBIX IPOrPaMM:

1. Ucnonb3yil COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocrossHHo ycTaHaBnuBaié mnadyTH (UMQPOBBIE 3aIIaTKU, KOTOPHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHUSI CBOEW omepanMoHHOW cucteMbl. CkauMBail WX TOJBKO C
opurmanpHoro  caiita paszpaborumka OC. Ecnum cymiectByeT — pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PabGoraii Ha cBOEeM KOMIBIOTEpE TMOJ IpaBaMU IOJb30BATENs, a HE
aIMUHUCTpAaTOpa. ODTO HE IMO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATILHOM KOMIIBIOTEPE;

4. Wcnonp3yid aHTUBHPYCHBIC IPOTPAMMHBIE TIPOIYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0as3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI TOCTOPOHHUX JIUIT;

6. Mcnonp3yil BHEIIHWE HOCUTEIM HHPOpMAIMH, Takhe Kak (ielika, JTUCK
win (paiia U3 MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbiBail KOMIIbIOTEpHBIC (aillibl, MOJyYEHHBbIE M3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (ailybl, KOTOpbIEe MPUCIaT TBOM 3HAKOMBIH. Jlydiie yTouHu
y HET0, OTIPABJISUI JIU OH TeOe uX.



Ceru WI-FI

Wi-Fi - 310 He BuJ nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OPEH]I,
mapka. Eme B 1991 roay Humepiasjckas KOMIaHHUS 3aperucTpupoBaia OpeH]l
"WECA", urto o6o3Havyasio cinoBocouertanue "Wireless Fidelity", xoTopsiii
MepeBOUTCS Kak "0ecrnpoBOHAs TOYHOCTh".

Jlo Hamero BpeMeHu Joliia apyras abopeBuaTrypa, KOTopasi sSIBIsIeTCS TaKou
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3BykoBoW TexHuku Hi-Fi, uro B mnepeBoje
O3Ha4yaeT '"BBICOKAsi TOUHOCTH'.

Jla, OecriaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX M adpornopTax SBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTrMe 3KCmepThl CUHUTAIOT,
yto obmenoctynubie Wi-Fi cetu He ABsSITOTCS 6€30TIaCHBIMH.

CoBeTblI 110 0€30MaCHOCTH Pa0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenagaii cBoro JHuHyr0 HHpOpMaIHio depe3 ooienoctymnabie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapOJIv JAOCTYIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnonb3yil © OOHOBIISI aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
cCaMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun pynkiuio "OO6mmii noctyn K daiinam
u npuHTepam". JlaHHas (QyHKUMS 3aKpbITa 1O YMOJYAHHUIO, OJHAKO HEKOTOphIE
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonb3yit nyOnmunbii WI-FI ans mepemayu JUYHBIX JTaHHBIX,
HanpuMmep JUIsl BIXOJA B COLIMATIbHBIE CETH WJIM B JJIEKTPOHHYIO MTOYTY;

5. Wcnonb3yil Tonbko 3amuiieHHoe coeanHenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau uMeHHO "https://";

6. B MoOmnpHOM Tenedone orkimoun (yHkiuio "lloakmouenne k Wi-Fi
aBromatuuecku". He nmomyckaili aBTOMaTW4yecKOro IMOAKIIOYEHUS YCTPOMCTBAa K
cetsim Wi-Fi 6e3 TBoero coriacus.

CounuajbHble CeTH

CoumayibHbIE CETH aKTUBHO BXOJIST B HAIIly )KM3Hb, MHOTHE JIFOAU PabOTaIOT U
JKUBYT TaM MOCTOsSIHHO, a B Facebook yke 3apeructpupoBaH MuLIAAp] Y€IOBEK,
YTO SIBJIIETCA OJHOW CEAbMOM BCeX >KUTeNiel IIaHeThl. MHOrue moJjib30BaTesid He
MOHUMAIOT, YTO MHGpOpMAIMs, pa3MEIIeHHas UMU B COLIMAJIBHBIX CETAX, MOMKET
ObITh HalJileHa W MCIOJIb30BaHA K€M YTOJHO, B TOM 4YHCJIE€ HE 0053aTEIbHO C
OJIaruMu HaMEPEHUSIMU.



OCHOBHBIE COBETHI IO 0E30IMMACHOCTH B COILIMAIBHBIX CETAX:

1. Orpannyb ciucok Apy3ei. Y Te0sl B APY3bsSIX HE JOJKHO OBITH CIIyH4alHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuinaii cBo 4acTHYIO *u3Hb. He yka3biBail maposu, TenedoHsl, aapeca,
ATy TBOETO POXACHUS W APYTYIO JUYHYIO HHPOPMANUO. 3JI0yMBINIIICHHUKA
MOTYT HCIIOJI30BaTh Jake WHGOPMAIHMI0 O TOM, KaK Thl W TBOW POJIUTEITH
IJIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3ammiail cBOr penyTalmio - AepKHU €€ B YUCTOTE U 3aJaBail cebe BOIpoc:
XoTen Obl Thl, YTOOBI JPyrue TMOJb30BATENM BHUAETH, YTO ThI 3arpykKaeuib?
[Togymaii, mpexkJie YeM 4TO-TO ONyOJMKOBATh, HAIUCATh U 3arpy3UTh;

4. Ecii TBI TOBOPHILB C JKOJAbMHU, KOTOPBIX HE 3HACllb, HE HUCIIOJIb3YH CBOE
peanbHOE UM U IPYTryI0 JUYHYI0 MH(OpMALUU: UMs, MECTO >KHTEJIbCTBA, MECTO
y4eObl U poyee;

5. U3Gerait pasmemienust gororpaduii B UnTepHete, riae Thl M300paXkeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpaiuu B COIMATBLHONH CETU HEOOXOJMMO HCIOJIb30BAThH

CJIOKHBIC I'IapOJII/I, COCTOAIIINEC U3 6y1(B nu HI/I(l)p U C KOJIMYECCTBOM 3HAKOB HC MCHCC
8;

7. Jns comuanbHOW ceTH, MOYTbl W JIPYTUX CaUTOB HEO0OXOAUMO
UCIIOJIb30BaTh pa3Hble naposu. Toraa eciu Te0s B3JIOMAaIOT, TO 3JI0YMBIIIJICHHUKU
NOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YIAOOHBIM CHOCOO IUIATEXEH, OTHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOTYyYUTh ITU JCHBTH.

3J’ICI(Tp0HHI)Ie ACHBI'M ITIOABHJIMCH COBCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IOCyaapCTBax 0 CUX IMOP HEC IMPOIIMCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTUCAHO B 3aKOHE, TJI€ MX
pa3IensaioT Ha HeCKOJIBKO BHJIOB - aHOHUMHBIC U HE aHOHHMHBIC. PazHuia B ToM,
YTO AaHOHUMHBIE - 3TO T€, B KOTOPBHIX pa3peliacTcs IMPOBOAUTHL Omeparuu 0e3
UISHTH(PUKAIINY [T0JIb30BaTENsA, a B HCAHOHUMHBIX MJISHTU(PUKAIUS TTOJIb30BaTEIIsS
SIBJISIETCS 00s3aTEIHHOMN.

Taxxke crnemyer pa3nuyaTh OdJIEKTPOHHBIE (UATHBIE JI€HBIH (PaBHBI
TOCYJapCTBEHHBIM BAJIOTaM) W JJICKTPOHHbIE He(HUaTHbIE IEHBIH (HE pPaBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHOBHEBIE COBETHI IO O€30MaCHO pa60Te C JJICKTPOHHBIMU JACHbIaMU:



1. IlpuBsbxu Kk cyeTy MOOMIIBHBIN TenedoH. To caMblii yAOOHBIA U OBICTPHIiA
CHoco0 BOCCTAHOBUTH JOCTYH K cuery. llpuBsi3aHHBIA TenepOH MOMOXKET, €CIH
3a0yJenb CBOM IUIAaTEXHBIA MMapojb WM 3alJellb Ha CalT C HE3HAaKOMOIo
YCTPOMCTBA;

2. Hcnone3yin onpHopa3oBble maposu. Ilociie mepexona Ha yCHUIICHHYIO
aBTopu3aluio Tebe yxke He OylIeT yrpokaTh OMACHOCTh KpakH WJIM IepexBaTa
IJIATEXKHOTO MAPOJIs;

3. BeiOepu cnoxsblii mapons. [IpecTtymHukam OymeT He HPOCTO Yrajaathb
CJIOKHBIN maposib. HagexHple maposm - 3T0 Mapoiau, KOTOPBIE COAEPKAT HE MEHEE
8 3HAaKOB M BKJIIOYAIOT B ce0s CTPOUYHbIE M IPOINHUCHBIE OYKBBI, LU(DPBl U
HECKOJIBKO CMBOJIOB, TaKH€ KaK 3HaK JoJuiapa, GyHTa, BOCKJIMIATENbHbIN 3HaK U
T.11. Harmpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCIIIb.
DJIEKTPOHHAS MOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHMS M NPEIOCTABISEMBIE €0 YCIYTH I10
NEPECHUIKE U MOIYYEHUIO JIEKTPOHHBIX COOOILEHUH, KOTOPBIE paCIPENEsSIOTCS B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJIEKTPOHHBIM MOYTOBBIA SIIUK BBITJISIAUT
CIIEYIOIKMM 00pa3oM: UMsl_TIOJIb30BaTeNsi(@uMs_aoMeHa. Takke Kpome nepeaadu
MIPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh MIEpeiaBaTh (pailiibl.

OCHOBHBIE COBETHI IT0 O€30IMaCHOM pabOTE C JIICKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM NOYTOBBIM cepBuUc. B uHTEpHETE e€cTh
OTPOMHBIN BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUllle TOBEPSTH TEM,
KOTI'0 3HACIlIb U KTO MEPBbIN B PEUTUHTE;

2. He yka3piBaii B TMYHOW MoyYTe JMYHYIO MH(popmamuio. Hapumep, mydine
BBIOpAaTh "My3bIKaIbHBIN (panat@" unu "pok2013" BmecTo "Temal3";

3. HMcnonp3yil IBYX3TalHYH aBTOPU3aLMI0. JTO KOrjga IOMHMO NapoJjst
HY>KHO BBOJUTH KOJI, TPUChUIAEMBIN IO SMS;

4. BeiOepu CI0KHBIA MTapoib. [ KaKI0ro MOYTOBOTrO SIITMKA JOJDKCH OBITh
CBOW HAJEXKHbIN, YCTOWYUBBIN K B3JIOMY [1apOJib;

5. Ecimu ectb BO3MOXKHOCTH HAmMCaTh CaMOMYy CBOW JIMYHBIM BOIIPOC,
MCIIOJIB3YH 3Ty BO3MOKHOCTb;

6. Hcnonb3yil HECKOJIBKO TMOYTOBBIX AIMUKOB. IlepBbli miisi 4YacTHOM
MEPEINUCKU C aJipecaraMu, KOTOPHIM Thl JOBEpsiClIb. JTO AJNEKTPOHHBIN ajapec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINHN Ha POopyMaxX U CalTax;

7. He oTkpeiBaii ¢ailyibl U Apyrue BIOKEHHUS B MUCHbMaX, JaXKe €CId OHH
MPUILIA OT TBOWX Apy3eld. Jlydie yTouHu y HUX, OTIPABISIIN JIM OHH TeOe 3Th



(aitnbr;

8. Ilocme oxoHYaHHs pabOTHI Ha TOYTOBOM CEpPBUCE TMEpel 3aKPBITUEM
BKJIQJIKU C CAUTOM He 3a0y1b HaXaTh Ha "Beritu".

Ku6epOy1jimHr wiin BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymmar - npecie0BaHue COOOIIIECHHUSMU, CoJIep KaIlIUMHU
OCKOpPOJICHMS, arpeccuio, 3alyruBaHue; XYJUTaHCTBO; COILIMAJILHOE
OOMKOTHUPOBAHHKE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KHOSPOYITMHTOM:

1. He Opocaiics B 60ii. JIyumuii crioco6: mOCOBETOBAThCS Kak ce0sl BECTH W,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHaJayie YCHOKOWThCS. Ecimu T
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO emle OoJibliie
Pa30XKeIb KOHMIIUKT;

2. Yupapisi cBoell kubeppemnmyTauuei;

3. AHOHMMHOCTh B CE€TH MHHMas. CYH_IGCTBYIOT CITOCOOBI BBISICHUTDH, KTO
CTOWT 3da AHOHMMHBIM aKKaYHTOM;

4. He crouT BecTH XyJWTaHCKUA 00pa3 BHUPTyabHOW KU3HU. VHTEpHET
(buKCUpyeT BCe TBOM JIEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYyIHUTEIIBHO;

5. Cobnroail CBOIO BUPTYAIbHYIO YECTh CMOJIOY;

6. UrHopupyiét enuHW4HBIM HeratuB. OJIHOpa30BbIE OCKOPOUTEIHHBIC
COOOIICHHST JIy4llle WrHopupoBath. OOBIYHO arpeccusi MpeKpamaeTcss Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COITMATILHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
OMpEICJICHHBIX aJPECOB;

8. Ecnu b1 cBuaerens kubepOyimunra. TBou AeMCTBUA: BBICTYIUThH MPOTUB
npeciieloBaTeNsl, MoKa3aTh €My, YTO €ro JACMCTBUS OLICHHBAIOTCS HETaTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHUS B CETH.

MoouabHbIi TesaedoH

CoBpemenHble cMapTHOHBI U MJIAHIIETHI COAEPKAT B c€Oe BIIOIHE B3POCIbIii
(GyHKIIMOHANI, W TEHepb OHU MOTYT KOHKYpPHpPOBaThb CO CTallMOHAPHBIMU
KoMmnbioTepamu. OIHAKO, CPEACTB 3aLIUTHI JIJIsl MOJOOHBIX YCTPOUCTB MOKA OYEHBb
Mano. TecTupoBaHWe M TIOMCK YI3BUMOCTEH B HHUX IPOUCXOIUT HE TakK
MHTEHCUBHO, Kak Juis [1K, To jxe camoe kacaeTcs 1 MOOMIIBHBIX MTPUIIOKEHUH.



CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUUECKH JOTHAIN HACTOJIbHBIC
aHaJOr¥, OJHAKO pacuMpeHue (yHKIMOHAJIa BIJIEYET 3a €000 OOJBIIYIO
CJIO’)KHOCTh U MEHBIIYIO 3AIIHUIIECHHOCTD.

Jlaneko He BCe NPOU3BOJUTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JJ1 0€301TaCHOCTH MOOUIILHOTO TesnedoHa:

Hudero He sBnsieTcst mo-HacTosieMy OecruiaTHBIM. Byabs ocTopoxkeH, Beab
Korja tebe mpenaraioT OecIIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO MJIATHBIC YCIYTH;

Hymaii, npexae yem oTnpaBuTh SMS, ¢doto unu Buaeo. Thl TOUHO 3HACIIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo0xoaumMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(OHa;
Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TENE(POHOB;

He 3arpykaii mpuioxeHHs OT HEHU3BECTHOTO HMCTOYHHKA, BEAb OHU MOTYT
COZIepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIICUCHHE;

[Tocne Toro kak Thl BBIAJEIIL C CalTa, TJie BBOAWI JIMUHYIO MH(OPMAIHUIO,
3aiiu B HACTPOIKK Opay3epa U yaaiu cookies;

ITepyuoanyecku npoBepsiid, KaKUe IUIATHBIE YCIYTH aKTHUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOWJIBHOTO TenedoHa TOJIBKO JIOJSAM, KOTOPBIX Tbl
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nomxeH ObITh BBIKJIIOYEH, KOT/a Thl UM HeE Moib3yelibcs. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsbi

CoBpeMEHHbBIE  OHJANMH-UTPBl - 3TO  KPAacOYHbIE,  3aXBaTHIBAIOIIME
pa3BieUeHUs, OOBEIMHSAIONIME COTHH ThICSY 4YEJOBEK MO Bcemy mupy. Urpoku
UCCJENYIOT JTaHHBIM UM MHp, OOIIAIOTCS APYTr C JPYrOM, BBIMOJHSIOT 3a7aHus,
CpakaloTCsl ¢ MOHCTPAMHM M ITOJYYarOT OIBIT. 3a YJAOBOJIbCTBUE OHM IUIATT:
MOKYMNAaroT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKKE-TO OILIMH.

Bce atu cpeacTBa uayT Ha mojepKaHUE U PA3BUTHUE UTPHI, 4 TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
naTyu (Lu@poBbIe 3aMIaTKU ISl TPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogo0OHBIX Hrpax CTOUT omacaThCsl HE CTOJILKO CBOUX COTIEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINH OOJIBITHHCTBA
urp.



OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOEI'O HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BeleT ceOsl III0XO WM CO3/1aeT TeOe HEMPUSITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Homanyﬁca AJIMUHHUCTPATOPAM HUI'PBI HAa INIOXOC IMOBCACHUC 3TOI'O UI'POKA,
JKCJIATCIIBbHO IMPHUIIOKUTb KaKUC-TO J0OKA3aTCJIbCTBA B BUJIC CKPHUHOB,

3. He yka3piBail tuuHy0 HH(OOpPMAIIHUIO B podaiisie Urphl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnmmBait HeopuIaabHBIC TTATIYH ¥ MOJIBI,

6. Mcnosnib3yii CII0KHBIE U pa3HbIE MTapOJIH;

7. I[a>1<e BO BPEM:A UI'PBI HC CTOUT OTKIIOYAaTh aHTHBHUPYC. IIoka TbI HUIpacilb,
TBOU KOMIIBIOTCP MOI'YT 3apa3uTh.

DOUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHOI KpaXkell IeHEeT U JOKYMEHTOB CETO/IHS YK€ HUKOrO HE YAUBHUIIb, HO
C PpAa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA IEPEMECTHUINCH B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA "MIOOMMBIM" JIEIOM.

Tax mnosBUIach HOBas yrpos3a: HWHTEPHET-MOIIEHHUWYECTBA WM (DUILIMHT,
rJIaBHasi 1EJdb KOTOPOIO COCTOMT B TMOJYYEHUH KOH(PHUACHIMAIBHBIX JaHHBIX
M0JIb30BaTENEN - JOruHOB U maposieid. Ha anrnmiickom si3bike phishing yurtaercs
kak ummHr (0T fishing - peiOHas j0BIs, password - maposnb).

OcHOBHBIE COBETHI TI0 00PHOE € (GUITUHTOM:

1. Cnequ 3a cBOMM akkayHTOM. Ecim ThI mMoji03peBaciib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOJAMMO  3a0JOKUpOBATh €€ W COOOIIUTH
aJIMIHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpee;

2. Vcnone3yii Ge3omnacHbie BeO-CalThl, B TOM YHUCJIE, HHTEPHET-Mara3uHoB H
MOVCKOBBIX CUCTEM;

3. Ucnonb3yil clioHbIE W pa3Hble Tapojid. TakuM o00pa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBINUICHHUKHA TOJY4aT JOCTYI TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu T1eOs B3nOMald, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE JI00aBICHBI y T€OS B JIPY3bsAX, O TOM, UYTO T€OS B3JIOMAIU H,
BO3MOYKHO, OT TBOETO HMEHH OYJIeT PACChUIATHCS CTIaM M CCHUIKH Ha (DUITUHTOBBIC
CAUThI;

5. YcranoBu HagexHbIi naposib (PIN) Ha MoOUbHBIN TenedoH;



6. OTKIII0OUM cCOXpaHeHne mapoJsi B Opaysepe;

7. He oTkpeiBail ¢aiinpl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIH OHU
IOPUIIUTA OT TBOUX JApy3ell. Jlydie yTouHH y HHMX, OTHPABISIIM JIU OHU TeOe 3TU
Gaitbl.

Mudposas penyramus

[udposas penyraius - 3T0 HEraTUBHAS WK MO3UTUBHAS HH(OpMAIUs B CETU
o tebe. Kommpomerupyromas nHpopMaius, pa3MellleHHas B UHTEPHETE, MOXKET
CEpbEe3HBIM 00pa30oM OTpa3UThC Ha TBOeH peanbHOM xu3HU. "Lludposas
pernyTarus” - 3T0 TBOW UMUK, KOTOPBIA opmupyercs u3 undopmaiuu o Tede B
UHTEpHETE.

TBoe MmecTo KHUTCJIBCTBA, y‘-Ie6I>I, TBOC (bHHaHCOBOG ITIOJIOXKCHHC, 0COOECHHOCTH
XapaKTepa U paCcCKa3kbl O OJM3KHUX - BCE OTO HAKAIJINBACTCS B CETH.

MHorue mnoApOCTKH JIETKOMBICJIEHHO OTHOCSTCA K MyOJMKalMU JIMYHOU
uHdopmaruu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOJXKEIIIb JIOTaaThCsl 0 TOM, 4To (poTorpadus, pa3MellleHHas 5 JIeT Ha3al, craja
MPUYUHON OTKAa3a MPUHATH T€Os HA paldoTy.

KomMmeHTapuu, pasmenienre TBoux Qororpaduil u Apyrue JEeHCTBUS MOTYT
HE MCYE3HYTh Ja)Xe€ II0CJ€ TOro, Kak Thl MX yJajnullb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HH(OpMalMIO, Tonajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJach JU OHA, a TJAaBHOE: YTO MOJyMaroT O TeOe OKpY’Karolue JIIOIu,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTu nH(OpMaIuio MHOTO JIET CIYCTS CMOKET
100011 - KaKk U3 H00phIX MOOYKICHUI, TaK U C HAMEPEHUEM MPUYUHUTD BpEl. ITO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI IO 3aIIUTE UPPOBOI pEIyTaIUU:

1. [Togymaii, mpexxae yeM 4To-To MyOJMKOBATh U MepeaBarh y ceds B Onore
WA B COIMATIBHOM CETH;

2. B mactpoitkax mpoduisi yCTaHOBH OTIpaHMYEHHUS Ha MPOCMOTP TBOETO
npoduIsl ¥ €ro COAECPAKUMOTro, cliesiail ero TOJabKo "1 Apy3eit”;

3. He pa3memaii u He yka3bpiBail HHPOpPMAIIUIO, KOTOpasi MOXKET KOTr0-JTM0O
OCKOPOJISTH WJIH OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJIBHUKM - AKTUBHBIE IIOJIb30BAaTE€NH  LU(pPOBOro
npoctpancTBa. OAHAKO JAleKOo HE BCE 3HAIOT, YTO IOJIb30BAHWE MHOTUMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmofeHHuss TMmpaB  Ha
MHTEIJIEKTYyalbHYI0 COOCTBEHHOCTb.



Tepmun "WHTENNEKTyalbHas COOCTBEHHOCTH"' OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HAyMHas C HOBBIX H300pETEHHU U 3HAKOB,
0003HayaloMKX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KUHOQUIEMaMH U MY3bIKaJIbHBIMU TTPOU3BEIACHUSMU.

ABTOpCKHE MpaBa - 3TO NpPaBa HA HMHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKME IIPAaBa BBICTYIIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TpyZ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBEAJIMBBIE BO3MOXHOCTH 3apaloTaTh Ha
pe3ysibTaTax CBOEr0 TpPyAd, MOJYYUTh W3BECTHOCTh M mHpu3HaHue. Hukrto 0e3
paspemieHuss aBTOpa HE  MOXET  BOCIHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocCTpaHsiTh, MyOJIWYHO JEMOHCTPUPOBaTh, IpPOJaBaTh, HMIIOPTHPOBATH,
IyCKaTh B MNPOKAT, IyOJIMYHO HCIOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3(UpE WU
pasmemats B MHTEpHETE.

Hcnonb3oBanue "MupaTcKoro’ mporpaMMHOTo 00ecTiedeHUs MOXKET MPUBECTH
K MHOTHM PHCKaM: OT IOTE€PH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKU TBOETO
YCTPOWMCTBA, TAE YCTAHOBJICHA HeJeTalbHass IporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JieTalbHbIE W OECIJIaTHBIE MNPOrpaMMBbl, KOTOpPHIC
MO’KHO HAaWTH B CETH.

O nopraJue

CeteBUUOK.p( - TBOM IJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTH B CETU TMOHSTHBIM M JIOCTYIIHBIM SI3bIKOM, & TIPH BO3HUKHOBEHHUH
KPUTUYECKON CHUTyalluu OOpAaTHTHCS 3a COBETOM. A TaKXe MPUHATH y4acTHE B
KOHKYpCaX M CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM!



