NMNAMATKA:
MHOOPMALMNOHHAA
BE3OMNMACHOCTD

B CETU MHTEPHET

Henw3st orpuniate toro (axra, 4to MHPOPMAIMOHHO-TEIEKOMMYHHUKAITMOHHAS
cerb «MHTEpHET» BCE TECHEE NMPOHUKAET B HAIly C BAMU >KU3Hb. [{JI1 OAHUX OH CTaj
MCTOYHUKOM 3HAHUMU, ISl IPYTUX UCIOJIb3yeTcs B paboTe, KTO-TO HaIled C MOMOIIBIO
WNuTepHera npysen, a KT0-TO Ja)ke CMOT HaJIaIuTh CBOO JIMYHYIO KU3Hb. bOJIBIIMHCTBY
M3 HAC JIOCTATOYHO CJIOKHO TMPEJCTAaBUTh JIEHb O€3 OHJAWH-OOIIEHUS C JIPY3bSMU,
MIPOCMOTpPA CBEKUX HOBOCTEN UJIM HOBBIX POJIMKOB.

Pazsutne B Poccuiickonn ®Penepanuu, Kak M BO BCEM MHUPE, SJIEKTPOHHBIX
TEXHOJIOTHIA U TE€JIEKOMMYHHUKALIMOHHBIX CETEH, BCeoOIas JOCTYITHOCTh B TI100ATbHON
KOMIIbIOTEpHOW  ceth  MHTEepHET  pa3iuuHbIX  MH(GOPMAIIMOHHBIX  PECYpPCOB
CIIOCOOCTBOBAJIO TMOSBJICHUIO NPUHIMINAIBHO HOBOTO BHJA HApyIIEHUs 3aKoHa —
KHOEPIPECTYIMHOCTH.

KubepnpecTylmHOCTh — HE3aKOHHBbIE JEHUCTBHS, KOTOPbIE OCYLIECTBISIOTCS
JIOJIbMHU, UCTIONIB3YIOIIMMU UH(OPMAIIMOHHBIE TEXHOJIOTUU AJIs IPECTYMHbBIX IEJICH.

[TpakThka mMOCIEAHUX JIET CBUACTEILCTBYET 00 YBEIMUYEHHM 4YHUCIIA TaKHX
IIPECTYIUICHUN.



Haubonee pacnpocTpaHeHHBIMU MPECTYIJICHUSIMH B c(epe KOMIbIOTEPHOI
uH(bOpMaIMK SBISIOTCS OJIOKUPOBAHUE CAWTOB W JIOKAJIBHBIX KOMITBIOTEPHBIX CETEM,
HE3aKOHHOE KOMUpPOBaHUE UH(MOPMAIUH.

OTBETCTBEHHOCTH 3a COBEpUICHUE KOMITBIOTEPHBIX MPECTYIUIEHU I
npeaycMoTpeHa riaaBor 28 YronoBHoro konaekca P®, umenyemoit «lIpectymienus B
chepe KommbloTepHOUW wuHGOpManmu». JlaHHas THaBa COJIEPXKHUT TpPHU COCTaBa
npecTyrieHu — cT. 272 (HernpaBOMEpHBINA JTOCTYN K KOMIIBIOTEPHON MH(OpMAIUN),
cT. 273 (co3naHue, UCIONB30BAHNE U PACIIPOCTPAHEHUE BPEJOHOCHBIX KOMITBIOTEPHBIX
nporpamm), cT. 274 (HapylieHue MpaBWiI SKCIUTyaTallud CPEICTB XpaHEHUs, 00padOTKH
WA nepenayu KOMIIBIOTEPHOU uHbOopMaIuu 151 UHGOPMAIMOHHO-
TEJIEKOMMYHUKALIMOHHBIX CETEN).

HenpaBuinbHOE OBECHNE B MHTEPHETE MOKET MPUHECTH BpEI HE TOIBKO Bawm,
HO TaKke BammMm pogHbIM U OJIU3KUM.

Yro Takoe nepcoHabHbIE JaHHbIC U I0YeMY OHU TAK BAKHbI?

Cornacno ®enepanbHomy 3aKoHY Ne 152-D3 «O nepcoHanbHbIX JaHHBIX):

Ilepconansuvie oannvle — n06as uHGOpMayus, OMHOCAWAACE K NPAMO UIU
KOCBEHHO ONpPEOeNieHHOMY UNU ONpeoessieMoMy uauueckomy Jauyy (cyovekmy
NepCoOHANbHbIX OAHHDIX).

T.e. mepcoHanbHBIC JaHHBIE — 3TO HHPOPMAIIUSI O KOHKPETHOM YEJIOBEKE. JTO TE
JaHHBIC, KOTOPBIC IMO3BOJIAIOT HaM y3HATh YEJIOBEKa B TOJIE, WACHTH(PHUIIMPOBATh U
OTPENEIUTh KaK KOHKPETHYIO JIMYHOCTh. TakuX WIACHTU(DUIIUPYIOMUX JTaHHBIX
OTPOMHOE MHOXKECTBO, K HUM OTHOCATCS: (pamMuimsi, UMsI, OTYECTBO, JaTa POKICHUS,
MECTO POXKIACHHS, MECTO >KUTEIhCTBA, HOMEpP TenedoHa, ajapec SIECKTPOHHOU IMOYTHI,
dboTorpadusi, BO3pacT u mp.

[lepconanbHble JaHHBIE HE CTOUT MyTaTh C JUYHBIMU JAHHBIMU. JIMUHbIE JaHHBIC
— 3TO BOOOIIIE COBOKYITHOCTh BCEX JaHHBIX O mojb3oBarene B Ceru. Hanpumep, nanubie
O TeOoJIOKAllUM, CTAaTUCTUKA 10 HaumboJee TOCeIaeMbIM HWHTEPHET-CTPAHULIAM,
¢dbotorpaduu u T.x.

KoMy Hy’KHBI Ballli epPCOHAIbHbIE JaHHbIE?

80% mpecTymHUKOB O0epyT HHGOPMAIIUIO B COICETSX.

JInunas nHGOPMAIIHS UCTIONB3YETCS JIsl KPaXkl mapoJiei.

JInunas uHOpMAaIIK UCTIONIB3YETCS JIJIsl COBEPIICHUS TAKUX MPECTYIICHUH, KaK
[IaHTaX, BBIMOTATEIIbCTBO, OCKOPOJICHHE, KIIEBETa, KUAHEIIITUHT, XUIIICHHE.

OmnepaTopsl W WHBIC JIMIA, MOJYYHBIIHNE TOCTYN K TMEPCOHATBLHBIM JIaHHBIM,
00s13aHBI HE PACKPHIBATh TPETHUM JIMIIAM U HE PACTIPOCTPAHSITH MMEPCOHAILHBIC TAHHBIC
0e3 coryacus CyOBbEeKTa TEPCOHAIBHBIX JaHHBIX, €CJAM HWHOE HE MPEIyCMOTPEHO
(dheneparbHBIM 3aKOHOM.

CyOBeKT NEepPCOHANBHBIX JTaHHBIX MPUHUMACT PEHICHUE O MPEIOCTaBICHUH €TO
MepCOHAIBLHBIX JAHHBIX U JAaeT corjlacue Ha UX 00paboTKy CBOOOIHO, CBOEH BOJIEH U B
CBOEM MHTEpECe.

O06paboTKa MEePCOHANBHBIX JAHHBIX JOIMYCKACTCS B CIECIYIONTUX CIydasX:

1) 0OpaboTKa TMEPCOHAIBHBIX JAHHBIX OCYIIECTBIISIETCS C COTJIAcUs CYOBEKTa
MEPCOHANIBHBIX JJAHHBIX Ha 00pa0OTKY €ro MepCOHAIbHBIX IAHHBIX;



2) o0paboTKa MEpPCOHANTBHBIX JAHHBIX HEOOXOAMMAa ISl JTOCTHIKCHUS IICJICH,
NPEeIyCMOTPEHHBIX MEXIYHApOJIHbIM J1oroBopoMm Poccuiickoit denepanuu win
3aKOHOM, JUIsl OCYIIECTBJICHHMSI M BBIIIOJHEHHUS BO3JI0KEHHBIX 3aKOHOJIATEIhCTBOM
Poccuiickoit @eneparuu Ha onieparopa GyHKIMH, TOJTHOMOYUN U 00513aHHOCTEH;

5) oOpaboTka MepcoOHANbHBIX JaHHBIX HEOOXOIUMa JJis MUCHOJHEHHUS JI0TOBOpA,
CTOPOHOM KOTOPOro JHOO BBITOAONPUOOpETATEEM WU MOPYUYUTEIEM MO KOTOPOMY
ABJISIETCSI CYOBEKT MEPCOHANBHBIX JAHHBIX, a TAKXKE MJIs 3aKIIOYEHHsS JI0roBopa IO
WHUIIATHBE CYOBEKTa MEPCOHATBHBIX JAHHBIX WJIU JIOTOBOPA, MO KOTOPOMY CYOBEKT
MIEPCOHANIBHBIX TAHHBIX OYJIET SBJIATHCS BBITOJAONPUOOPETATEICM WIIH TTOPYIHTEIIEM;

6) 00paboTka TMEepCOHANBHBIX JaHHBIX HEOOXOoAMMAa JUIsl 3allUThl SKH3HH,
3I0POBbS WJIM WHBIX KU3HEHHO BAXKHBIX MHTEPECOB CYOBEKTa MEPCOHATBHBIX JAaHHBIX,
€CJIH TTOJTyYeHUE COTacus CyObeKTa MepCOHANTBHBIX TAHHBIX HEBO3MOXKHO;

7) 00paboTKa MEepCOHANBHBIX JAaHHBIX HEOOXOAMMA ISl OCYIICCTBICHUS TpaB U
3aKOHHBIX HMHTEPECOB oOlepaTopa WIM TPEThUX JIMIl JUOO0 JUIsl JTOCTHUKCHUS
OOIIIECTBEHHO 3HAYUMBIX 1IEJIeH MpU yCIOBUU, YTO MIPU 3TOM HE HAPYIIAIOTCS MpaBa U
CBO0OO/IbI CYOBbEKTa MEPCOHATBHBIX TAHHBIX;

11) ocymectBisercss 00pab0oTKa TNEPCOHATBHBIX JAHHBIX, [MOJICHKAIINX
OMyOJIMKOBAHUIO WM 00S3aTEIBbHOMY PACKPBITHIO B COOTBETCTBUHU C (eAepalibHbIM
3aKOHOM.

Kak 3allIMTUTDH CBOM NICPCOHAJTbHBIC )]aHHl)Ie?

B a0GcomoTHOM OOJBIIMHCTBE CIy4aeB MbI CAMH YKa3bIBA€M CBOM MEPCOHATBHBIC
JTAaHHBIC TIPU PETUCTpAllMM Ha caiTaX, o(OpMIICHHM 3aKa30B B MHTEPHET-Mara3mHax,
3aMOJHEHUU MPOGUIS B COIMATBHBIX CETSX WA JaKE MPHU COCTABJICHHH MOMCKOBOTO
3amnpoca.

OOpatutre BHHMaHHWE, TMPOAOHKAS PETUCTPAIMI0 Ha JIOOOM caiiTe, BbI
COTJIAIIACTECh C MOJB30BATEIBCKUM COTJIAIICHUEM, CTaBsl «TaJOUuKy» IMPHU 3aMOJTHEHUU
ero moisieid. OOBIYHO O3TOTO JOCTATOYHO, YTOOBI pa3pelInTh BIAJENbIIaM CcaiTa
MCII0JIb30BaTh BBEJICHHBIEC BAMHU JJAHHBIE MPU pabOTE C €T0 CEPBUCAMH.

Takum 006pazom, MOJIB3YSACh CAUTOM WM YCIYTOM, Bl COTJIAIIIAETECH HA TIepeavdy
U XpaHEHHe BallluX JaHHBIX, OyJb TO JaTa POKICHUS, HOMEP MOOWJIBHOTO TenedoHa,
Mepenucka M Jo0ble Apyrue JaHHBIE JIMYHOTO Xapakrepa. B3amMeH ux o0s3yrOTCs
XpaHUTh B KOH(QUIECHIIMATLHOCTH U HA B KOEM ClTydae HE pasrjamiarh TPEThbUM JIUIaM.
OpnHako Ha Jene 3TO HE BCEr/a TaKk — JalieKO He BCerja CTOpPOHA, OTBETCTBEHHAs 3a
XpaHCHHE BalllMX [EPCOHAIBHBIX JaHHBIX, JOOPOCOBECTHO BBIMOJHICT CBOH
00s13aHHOCTH. KpoMe TOro, HUKTO HE 3alUIIeH OT B3JomMa 0a3 JaHHBIX, COJEPIKaIINX
MEPCOHANILHYI0  MH(POPMAIMIO, WM  MPOCTBHIX  OMMOOK W  YEJIOBEYCCKOH
ONMPOMETYMBOCTH. Hampumep, perucTpupysIch WIM aBTOPH3YysICh Ha caiTe uepe3
COIMAJIBHYIO C€Th, BBl pa3peliacTe CalTy MOJYyYUTh Ballld JIMYHBIC JAHHBIC, U TOYHO
HEW3BECTHO, KaK OH OyJeT WMHU TOJIb30BaThCA. TOYHO Tak ke JI00O0U Ball 3BOHOK B
MarasvH WM CaJlOH aBTOMATHMYECKH BHOCHUT Balll HOMEp B 0a3y Mob30BaTesei 3TOM
KOMITaHHH.

C.ﬂeszaHne HECKOJBKHUM IPOCTBIM COB€TaAaM BO MHOI'OM COKPaTHUT YI'PO3y
HE3AKOHHOI'0 HCITOJIb30BAaHUA BAIIUX NEPCOHAJIBHBIX JaHHBIX:



Orpannuste 00beM HHpOpManuu o cede, Haxoasmielica B Murepuere. Y nanure
muuHue oTtorpaduu, BUJEO, aapeca, HoMepa TeJieOHOB, ATy pOKACHUS, CBEICHUS O
POJIHBIX U OJIM3KHUX U MHYIO JINYHYIO WH(OPMAIHIO.

He otnpasnsiiite Buneo u dotorpaduu JtoasiM, ¢ KOTOPHIMU Bbl TO3HAKOMUIIUCH
B VIHTEpHETE U HE 3HAETE UX B PEATBHON KU3HU.

OTtnpasisisi KOMy-IMOO CBOM TMEPCOHAIbHBIC JAHHBIE WM KOH(MUIECHIHUATBHYIO
uHpopmalio, yoeauTech B TOM, YTO ajpecar — JEHCTBUTEIBHO TOT, 3a KOro ceOs
BBIJIACT.

[Ipn HeoOXoauMoOCTH pa3MelieHusi OObsABIEHUs B VHTEpHETE BOCHOJIB3YHTECH
BPEMEHHOM CHUM-KapTOM M BBIIYMAaHHBIM MMEHEM. MOYHO TaKXe BOCIIOJIb30BaTHCA
ycayron «Bropoil HOMEp», KOTOPYK MPEIOCTABISIOT HEKOTOPBIE OMNEPATOPHI
MOOWJIBHOM CBSI3HM. JTa yCIyra NO3BOJISIET MOAKIIOYUTh B «JIMUHOM KaOMHETE» BTOPOM
HOMEp TOJIbKO Ha mpreM 3BOHKOB 1 CMC. 3BOHUTH C HETO HE MOJYYHUTCSI.

Hcronb3yiTe TOJIBKO CII0KHBIE IMAPOJIH, PA3HBIE JUIS Pa3HBIX YUETHBIX 3alIMCEd U
cepBucoB. llosb30Barenn, KOTOpbIE HCHOJIB3YIOT OJWH M TOT K€ IApOJIb JUISl BCEX
CEPBUCOB, NPU KOMIIPOMETALIMU XOTs Obl OJJTHOTO U3 CEPBUCOB MOTYT MOTEPSITH AOCTYII
KO BCEM CBOMM Y4Y€THbIM 3amucsM. lloBTopHOE UCHOJIB30BaHUE NaApOJIEH
KAaTerOpUYECKH 3aIPEILEHO.

PerynsipHo MeHAITE mapoy, )KeIaTeIbHO HE PEKe pa3a B MECHIL.

[To BO3MOXXHOCTH HCHOJIB3YHTE IBYX(AKTOPHYIO aBTOPU3ALUIO — 3TO METOJ
UJICHTU(PUKAIIMU TI0JIh30BaTeNsl B KaKOM-IMOO cepBuce (kak mpaBuio, B MHTepHeTe)
IpyU MOMOIIM 3ampoca ayTEeHTU(PUKALMOHHBIX JAaHHBIX JBYX pPa3HbIX THUIIOB, YTO
o0ecreynBaeT IBYXCIONHYI0, a 3HA4uT, Oosiee >(PPEKTUBHYIO 3aIIUTY aKKayHTa OT
HECAaHKIIMOHHUPOBAHHOTO NMPOHUKHOBEHMs. Ha mpakTuke 3TO OOBIYHO BBITJSIUT TaK:
MEePBbI pyOeX — 3TO JIOTUH U MapOJib, BTOPOW — CHELHUATIbHBIN KO, TPUXOASIINANA 110
CMC nnm 21EeKTPOHHOM TTOYTE.

3aBeauTe cebe NBa ajapeca AIEKTPOHHOW TOUTHI — YACTHBIN, JJIA TEPENUCKH
(mpuBaTHBIA M  MaJIOM3BECTHBIA, KOTOPBHIA BBl HHUKOTJAa HE MYyOJMKyeTe B
OOLIEIOCTYIIHBIX HMCTOYHHMKAX) W NYOIMYHBIA — Ui OTKPBITOW JESTEIbHOCTH
(dbopymoOB, 4aTOB U Tak Jaiee).

Yro nesiaTh, €CIM Bbl CTAJHU JKEPTBOH HAPYILICHUS B 00J1aCTH NEPCOHAJIBHBIX
NAHHBIX?

B nepByto odepenr BaM HEOOXOAUMO OOpPaTUTHCS B YHOJHOMOYEHHBINH OpraH B
chepe mepcoHaNbHBIX JAHHBIX — POCKOMHAI30p, a TOYHEE, €ro TEePPUTOPUATILHOE
VYmpasieHue.

B nensax oOBEKTHMBHOTO M MOJHOTO PACCMOTPEHUS BaM HEOOXOJUMO YKa3aTh
CIeAYIOIYI0 HH(pOpMAITHIO:

1) nepeueHb NEPCOHANBHBIX JAHHBIX, HEMPABOMEPHO 0OpadaThIBAEMbIX Ha
canrax B ceTu lHTEepHeET;

2) cBeleHUsl O JOKYMEHTE, yJOCTOBEPSIOIIEM Ballly JIMYHOCTh (KOIMU CTPaHMIL
nacropra), Uil NOATBEPKIACHUS  IMPUHAUIEKHOCTH  [EPCOHAIBHBIX  JaHHBIX,
HENPAaBOMEPHO pa3MEIEHHBIX Ha calTax B ceTh VHTepHET, K BaM Kak K CyObEKTy
MIEPCOHANIBHBIX JAHHBIX;

3) TOuYHBbIE U JOCTYMHBIE aJpeca CTPaHUIl CAlUTOB (yKa3aTeln CTPAHUI] CATOB B
cetu Unrepner — URL), comepxariue HE3aKOHHO oOpadaThiBaeMble (pa3MeniEéHHBIC)



MIEPCOHAJILHBIE JIaHHBIE, IMO3BOJIIONIME OCYIECTBUTH IMPOCMOTP JIaHHBIX CTPaHUI]
VYmpaBiaeHueM, a Takke CHUMKHU dKpaHa ¢ JaHHBIMHM CTpaHUIIaMH, COJIepKallnue B cede
nmoiHeIM aapec crpanmipl caita (URL) m marel myOnmkanuy MOCTOB/COOOIICHUM,
coJiep KalnX HEe3aKOHHO oOpabaTeiBacMbIe (pa3MEIIEHHBIC) TIEPCOHANILHBIC TAHHBIC Ha
TEeKYIIUH MOMEHT BPEMCHH (J1aTa) M JIPyTryue CBEJICHHUS, MOATBEPKIAIOMINC HAPYIICHUS
TpeOOBaHWI 3aKOHOJATEIBCTBA B OO0JACTH IEPCOHAJBHBIX JAHHBIX (BHUICO3aIUCh
dKpaHa C JCHCTBUSAMU, TTO3BOJISIONUMHI 3a(UKCUPOBATH HAPYIIICHUS U T.I1.);

4) cBeneHUs, YNOJHOMOYHMBAIONINE Bac MPEICTABIATh WHTEPECH (HU3HUCCKUX
U1 (KOTIMHM TOBEPEHHOCTEH ), TIEPCOHANIBHBIE TAaHHBIE KOTOPHIX Pa3MEIICHBI Ha calTax
(B ciy4ae HapyIICHHS UX MPaB KaK CyOhEKTOB MEPCOHAIBHBIX TAHHBIX ).

JIONMOJTHUTENbHO cJIeAyeT MPeICTABUTD (IPH HAJTHYUM):

- CBEJICHMSI, MMOATBEPKIAf0NIHE (aKT HAIIPABICHUS BAMHU B aJIpeC aIMUHUCTPAIIAN
caiita (mamee — omepatop) TpeOoBaHUS 00 YHHUYTOXKCHHHM BaIllUX IEPCOHATBHBIX
JAHHBIX C YKa3aHUEM Ha MX HE3aKOHHOE mojiydeHue (0e3 coryiacus) onepaTopoM UiM ¢
yKa3aHHEM TOr0, YTO OHHU HE SBISIOTCA HEOOXOJMMBIMHU IS 3asBJICHHOM IIEJIH
00paboTku  (IpeACTaBIsAE€TCS MPU  BO3MOXXHOCTH  HAMpABJICHUS  YKAa3aHHOTO
TpeOOBaHUs);

- OTBET OIlepaTopa Ha Balle TpeOoBaHUE 00 YHUUYTOXKCHUU BalllMX MEPCOHAIBHBIX
JaHHBIX (TIPU HATTUYHH).

Oopawaem 6HuUManue HaA MO, YMO 6Ce UMEIOUIUECA CBEOCHUS O0JINCHBL OblMb
npedocmaeiensl 6 aopec Ynpaegienusa eOuHogpemenno!

B cnyuae ecniu no pesynbraram npoBepkH Y npasieHue PockoMHaa30pa BbIBUIIO
HapyllleHue, BbIIAECTCS Mpeucanue o0 ero yCTpaHeHHH.

Ecoiu VYmnpasnenne PockoMHaa3opa HE YBUIENO HAPYIICHUS, BBl MOXETE
00paTUTHCS B LICHTPAJIbHBIN anmapar TaHHOTO BEJIOMCTBA.

[ToMuMO 3TOTO, BCE CYOBEKTHI IEPCOHATBHBIX JAHHBIX UMEIOT MPABO HA 3aITUTY
CBOUX MpaB U 3aKOHHBIX MHTEPECOB, B TOM YHCJIE Ha BO3MEIICHHE YOBITKOB U (WJIM)
KOMIIEHCAIIUI0 MOPAJIbHOTO Bpejia B CyACOHOM MOPSIJIKE.

OTBETCTBEHHOCTh 3a HApPYIICHHUE 3aKOHOAATENhCTBA O IMEPCOHAIBHBIX JIAHHBIX
npeaycmaTpuBaercss B cooTBeTcTBuu co cT. 13.11 Koaexkca 00 aaMUHHUCTPAaTHBHBIX
npaBoHapyueHusx PO.




Kak 1eiicTByIOT MOIIIEHHUKH

MoIlIeHHUKH OY€Hb XOPOIIO 3HAIOT MCUXOJOTHIO JIOJEH M YMEJIO HCIONb3YIOT
BCIO JIOCTYMHYI0 HWH(MOpMAIMIO, BKJIIOYAas Ty, KOTOPYIO »EpTBa MOIICHHUYECTBA
HEBOJILHO BBIAAET MpH 00meHnn. B opranm3anuu TeineOHHBIX MaxXUHAIIUNA YIaCTBYIOT
HECKOJIbKO MPEeCTYMHUKOB. OUeHb 4acTO B TaKUE TPYMNIBI BXOJAT 3JI0YMBIIUICHHUKH,
OTOBIBAIOIIIME CPOK B UCIIPABUTEIBHO-TPYIOBBIX YUPEKICHUSX.

MonmeHHUKH HCIMOJIB3YHT CJeaAyromue MOTUBLI:

. OECIIOKOMCTBO 3a OJM3KHNX U 3HAKOMBIX

. OecroKoicTBO 3a cBOW TeneOHHBIM HOMEp, CUET B OaHKe WM OaHKOBCKYIO
KapTy;

. JKEJIaHWEe BBIUTPaTh KPYIMHBIN TPU3;

. JTFOOOMBITCTBO — KEJIaHUE TOTYYUTh TOCTYI K Kakoi-1100 nHopmalmmy;

. KeJlaHWe TIOMOYb OOJBHBIM JETSIM WU JIIOJSM, MOCTPAJABIINM OT CTUXUIHBIX
OencTBU.

ConmanbHble CeTH SBISAIOTCA KiIaae3eM HHGQOpMAaLUU JUIsi MOUIEHHHUKOB.
Pa3memiass ganHble 0 cebe Ha CBOMX CTpPaHHWYKaxX, Mbl HE 3aJyMbIBAEMCS O TOM, KTO
MOXXET JTHM BOCIIOJIb30BaThcsd. Mexly TeM HMEHHO Ojarojaps HaM CcaMHUM
MOIIIEHHUKaM OOBIYHO HE COCTaBJISIET TpyAa y3HaThb MH(OPMALMIO O POJCTBEHHUKAX,
KOHTAKTaxX, YBJICYCHUAX CBOCH IMOTCHLMAIBHOW >KEPTBbI U IIPU BBIMAHWBAHUU JICHET
BHYILIWTH IOBEPUE 3HAHUEM €€ JINYHOU KU3HHU.

3.2. Buabl unTepHeT-MOomeHHn4YecTBa. Kak 3amuTuts ceds?

Haubonee pacnpocTpaHeHHBIMA BUJAMU MOIIIEHHUYECTBA Ha JIaHHBIA MOMEHT
SBJISIFOTCSL:

TenedpoHHoe MOILIEHHUYECTBO

Cy1ecTByIOT Hanbosee pacnpoCTpaHEHHbBIE CXEMBI Tene(OHHOTO
MOIlIEHHUYeCTBa. BapuaHTOB TOro, Kak MpeACTaBAT BaM WX MOIICEHHUKHU, OY€Hb MHOTO,
HO CyTh HE MEHSIETCHI.

Oo6man no Ttenedgony. C Bac MoryT moTpebOBaTh BBIKYNl WJIM B3STKY 3a
OCBOOOXJEHHE SKOOBI U3 oOTaeleHus mnoiaunuu uiad ¢ mecra JITII Bamero
poAcTBeHHMKA. UTO nenath: B 3TOM cCilydae TJaBHOE€ HE IAaHUKOBATh, MO3BOHUTH
CaMOMY POJICTBEHHHUKY, €CJIM HE OTBEUYAET, TO MOMBITATHCA HAWUTH €ro uepe3 Apy3eH u
3HAKOMBIX.

CMC-npocbba o momomm. TpeOoBaHUE MEPEBECTU OMPEAECIEHHYIO CYMMY Ha
YKa3aHHBIM HOMEpP C HUCIOJb30BAaHUEM OOpAIlCHUS «Mamay, «IPYyr», «CHIHOK» W T.II.
Uto nenaTthk: HE CHEHIMTE MEPEBOAUTH JICHBIH, YOCAUTECh, UTO B HUX JEHCTBUTEIHHO
HYKJAa€TCs Balll POACTBEHHUK WJIM 3HAKOMBIH.

Tenedonnblii HoMep-rpadurTesb. [InaTHEIT HOMEp, 32 3BOHOK Ha KOTOPBIN CO
cu€Ta CIHCHIBACTCA JCHEXKHasi cyMMa. UTo JlenaTh: HE Mepe3BaHUBANTE HA HE3HAKOMBbIEC
uu rpeaoxkenasie B CMC-coo0meHnsIx HoMepa Telie(oHOB.

Beiurpoeiin B J0TEpee, KOTOPYK SKOObI NMPOBOJAWT PAAUOCTAHIUA WIN
omeparop cBsi3u. Bac MOTyT mONpoOCHUTH OIJIATUTH MOUUIMHY, HAJIOT U T.I., IEPEBECTU
CyMMY Ha ONpeNeNIEHHBIA CUéT, COOOIIUTh MpUIlleaIui Ha TeaedoH koa. UTo nenars:
HE CIEUIUTe MEPEeBOAUTH JCHBI'M WM COOOIIaTh Kakue-Tu0o JaHHbIe MO TelaedoHy.
[lo3BoHuTEe MO OdUIMAIBHBIM HOMepaM (yKa3aHHBIM B CIPAaBOYHMKAX, Ha cailTax)



KOMIIAaHUM — OpPraHM3aTropa JOTepeu WM KOHKypca, yOeauTech B TOM, YTO Bac He
0OMaHBIBAIOT.

HITpajuble CAHKUUH U YIPo3a OTKJIOYEHHs] HOMepa SKOObI 3a HapyllIeHUE
JOTOBOpa C OMNepaTOpoM Baied MOOWIBHOW CBs3M. UTO nenaTh: MO3BOHUTE CaMH
CBOEMY OIepaTopy Mo o(pUIIHaAIbHOMY HOMEPY, YTOUHUTE HH(OPMAIIHIO.

Ommnbounblii mepeBoa cpeacTB. Bac mompocsar nepeBecTH SIKOObI OMIMOOYHO
nepeBeICHHBIE CPEICTBA, a 3aTeéM JOIMOJHUTENBHO CHUMYT JeHbIW. YTO jaenarsb:
UTHOPHUPYUTE TOA00HBIE COOOIIEeHUsT Wi (ecau 3TO TenedOHHBIH pPa3roBOp)
MOCOBETYHTE JIs1 BO3BpaTa OMIMOOYHO NEPEeBEIEHHON CYMMBI OOPaTUTHCS K ONIEPATOpPy
CBSI3H.

MoueHHHYeCcTBO ¢ 0aHKOBCKUMHU KapTaMu

HauGosiee momy/sipHble CcHOCO0bI MOIIEHHHYECTBA ¢ O0aHKOBCKUMU
KapTamMu:

CMC-coobmienre 0 OJIOKHMPOBKE O0AaHKOBCKOM KapThl, O HECAHKIIMOHUPOBAHHOM
JIBMKEHUU JICHEXKHBIX cpenicTB, cMeHe [TMH-koma, okoHyaHuu cpoka IedCTBUs KapThl U
T.J. ¢ Tp€OOBaHUEM MEPEUTH IO CCHUIKE UM TIEPE3BOHUTH 10 YKa3aHHOMY TeIe(hOoHy.

TenedoHHbI 3BOHOK «pabOTHHKA OaHKa», MOTCHIMAIBLHOIO «IOKYyMHaTes» C
MPEUIOKEHUEM TMPOUTH K OybKaillemMy OaHKOMATy M COBEPIIWTh MAHUIYJISIUUA C
0aHKOBCKOM KapTOoi BO U30€kKaHNE KAaKUX-TUOO MOCIIECTBUI, BHECEHHS aBaHCa U T.1I.

JIIfi  COXPAaHHOCTH BAaIIUX CPeACTB Co0J0JaliTe OCHOBHbIE TMPABWIA
0e30macHOCTH:

Hukomy He coobmaiite cBoit [IMH-koa, naxxe pabornukam Oanka. He BBoauTE
[IMH-kon mnpu pabore B cetu HWHTEpHET, OH MOXET NOTPEOOBATHCS TOJIBKO
MOIIEHHUKAM.

CMC-coo0mieHnsi Mo MPOBOJMMBIM OMEpanusiM MO OAHKOBCKMM KapTaM
pacchUIaloTCs ¢ OMpeaesIEHHBIX KOpoTkuX HoMmepoB (Coepbank — 900). Jlns cBszu ¢
0aHKOM HEOO0XOJUMO HCIMOJIb30BaTh OQuIMaIbHble HOMepa KOHTakTHOTO IEeHTpa,
yKka3aHHble Ha OaHkoBckod kapte. Ecim B CMC-cooOieHun o OJIOKUPOBKE KapThl,
JIBUKEHUU JEHEXHBIX CPEACTB yKa3aH JAPYrod HOMEpP, MO KOTOPOMY MpeasiaraeTcs
MO3BOHUTH, TO 3TO MOLIEHHUKH.

B cnyyae BO3HHMKHOBEHHMS MpoOiieM y OaHKOMara, HE MNPUHHUMANTE MOMOILb
MMOCTOPOHHUX, MO3BOHUTE B KOHTaKTHBIN LIEHTp OaHKa Mo TeneoHy, YKazaHHOMY Ha
OaHKOMaTe.

Ecnu x BaM oOparunuce no tenedony, B MHTepHeTe, yepe3 coluaibHbe CETU
WM APYTUMH CIIOCOOAMU U MO Pa3IUYHBIMU MPEJIIOTaMu MBITAIOTCS Y3HATDH JIAHHBIE O
Baiell 0AaHKOBCKOM KapTe (HOMEp KapThl, TPEX3HAUHBIA KOJI Ha OOOPOTHOW CTOPOHE
KapThl), KOJ, MPHUIICANIANA Ha Baml MOOWIBHBIA TenedoH, MApOIH WIN JPYTYIO
MEPCOHANIbHYIO HH(OpMaIUI0, OyIbT€ OCTOPOKHBI, ITO MOIIEHHUKHU.

[Tpu TenedoHHOM OOILIEHHH HE COBEpIIANTE HUKAKUX JIEUCTBUM y OaHKOMAaTa 1o
MHCTPYKIUU «paOOTHUKOB OaHKa», €CJIA TOJIbKO JAHHBIN 3BOHOK HE ObLJT MHULIMUPOBAH
JUYHO BAMH.

He nepexoauTte no cceiiikam B CMC-coo0I1IeHUsX.

[Ipu nonydenuun CMC-cooOlieHuii O CHATUM JCHEXHBIX CPEACTB C Balllel
0aHKOBCKOMW KapThl HEMEJICHHO o0OpalniaiTech B 0aHK, OJIOKUPYHUTE KapTy.



MounieHHH4Y€eCTBO B COIMAJIBHBIX CeTAX

MOIIEHHUKN aKTUBHO IIOJB3YIOTCSA COLMAIBHBIMU CETAMU U Pa3IMYHBIMU
cepBUcaMu OOLLIEHUs, HAIPUMED, CalTaMHU 3HAKOMCTB.

[MonyasipHbie cCIOCOObI MOLIEHHMYECTBA:

PacnpocTpaHeHne CChUIOK Ha BpeJOHOCHOE MPOrpaMMHOe oOecreveHue,
nopHorpaguyeckue CaiiTbl, MOIIEHHUYECKHE Pecypcbl W  MNPHJIOKEHUSI.
[Tonb3oBaTenn coOIUANBHBIX CETEM 4YacTO CTaJIKMBAIOTCS CO CIaMOM, KOTOPBIN
MPUXOAUT K HUM B <JIMYHBIE COOOIIEHUS» OT WMEHH «IPYy3€il» WIM HE3HAKOMBIX
MOJIB30BATENCH. DTO O3HAYAET, YTO AaKKAyHTHI ATUX JIIOJEH B3IOMaHbl. Kax npasuio,
CCBLIKU 8 MAKUX COOOWCHUAX CONPOBONCOAIOMCSL 3A6AEKAIOUUM MEKCMOM, HANPpUMep:
«Buodena meou gomo, s makoeo He odcudana, nocmompu cam!l..», «B smoii Oaze
OaHHBIX eCmb 8¢5 UHDopMayusa Ha 1106020 denogekay» u m.n. Uto aenathb. HUKo2oa He
nepexooume N0 HNOOO3PUMENbHLIM CCbLIKAM. [[nsi docmyna 6 COYUanbHylo cemb
UCNONIL3YliMe YHUKANbHBIU NAPOb: OH 00%CeH Oblmb OJIUHHLIM, COCMOAMb U3 Yupp u
JamuHcKux 0yke. Jlyuuie ucnonvzosamo pasuvie napoiu 0is pasHulX COYUAIbHLIX cemell
u Opyaux UHTEpHET-CEPBUCOB. He nodoasaiimecs Ha

NPU3LIE KO20-MO U3 «AOMUHUCIIPAYUU CAUmMay» cooOWums 8aul JI02UH U Napo.b
no0 Kakum-1ubo npednozom. Pecynaprno MEHSIITE Mapoib OT COLIMAIIBHON CETH (XOTs Obl
pa3 B MecsIl); ocTeperaiTech MONICHHUYECKUX CAaWTOB C MOXOXKMMHU MO HAHCaHUIO
HazBanusiMu (vkontahte.ru, vkOntalkteru u T.1.). DOTH «DUIIUHTOBBIE» CTPAHUIIBI
paccuynTaHbl HAa HEBHUMATEIBHOCTh U HAa TO, YTO BBl CAMH MPEAOCTABUTE MOIICHHUKAM
CBOW JIOTMH U MIapOJib.

[J 3HaKoMBble HEe3HAKOMIbI. B CONHMAIBHBIX CETSIX W HA CaWTax 3HAKOMCTB
MOIIICHHUKHA CO3Jal0T CTPAHMIIBI, TJC YKa3bIBAIOTCSA JAHHBIE W Pa3MEIIaroTCs
¢doTorpaduu BBEIMBIIIIEHHBIX JOeH. C MOMOIIBIO dTUX CTPAHMII OHU 3HAKOMSTCS C
IpYTUMHU TIob30BaTeasiMu caiita. Co BpeMEHEM MOIICHHWKH BXOISIT B JOBEpHE,
MpeiaraloT nepenTu cobecenHuky Ha 6osee «Omu3Koe» OOIIEHHE M OCTaBIISIOT CBOM
HoMep TenedoHa. CaMpIM 0€300HIHBIM TTOCIICACTBUEM TaKOTO OOIIeHHs OyAET TO, YTO
HOMEP OKKETCA IJIATHBIM U C BaIIETO CYETa CIUIIYTCS JCHBIH.

[0 IIpocb0bI 0 (PUHAHCOBOW NOMOINHM, OJArOTBOPUTEJbHbIE AKIIMH.
MOIIEHHUKN YacTO MCHOJB3YIOT TaKUE€ TMOBOJBI, MOITOMY, MPEXKIE YeM TEPEBECTH
JICHBI'W ISl TIOMOIIM, YOeauTeCh, 4TO Bac He oOMaHbIBalOT. OOpaTuTe BHUMAaHHE Ha
HaJU4Yhe€ HECKOJIbKUX KOHTAKTOB (Tele(OHBI, SJICKTPOHHAS IIOYTa, CTPAHUYKH B
COIMAITBHBIX CETSIX ), HATMYNE TIOITBEPKAAIOITUX TOKYMEHTORB.

MoueHHN4eCcTBO HA cailTax 0eCIUIaTHBIX 00bABJICHUI

Pasmemiass oObBsIBI€HUS, WM TMOKymas 4TO-TMOO Ha caiTax OecIIaTHBIX
oObsBIICHUI (Hampumep, «ABHUTOY»), OyIbTe BHUMATEIBHBI U OCTOPOXKHBI, TaK Kak
MOIIIEHHUKHA OY€Hb YaCTO MCHOJB3YIOT UX Al oOMaHa. [IponaBas 4To-To, BBl XKejaeTe
MOJIyYUTh TPUOBLIb, HO, CTOJKHYBIIMCH C MOIIEHHUKAMH, MOXKETE MOTEPSATH BCE CBOU
cOepekeHUsI.

Kak Bac Moryr o0OMaHyThb:

Omiara win mpenomiaara 3a Bam ToBap. OueHb 4YacTO 3aMHTEPECOBAHHBIC
MOKYIATeNId MpeajiaraloT MPOU3BECTH OIUIATy (€Cld CyMMa HE3HAYuTeIbHas) WIH
MpeAoIIaTy 3a Ball TOBap, HO CAENATh 3TO MOTYT MO KaKUM-JTHO0 TPUYUHAM TOJIBKO Ha



OAHKOBCKYIO KapTy (HaxoAsTcs B APYroM TOpOJe, HET HAJIWYHBIX JICHET, JIEHbI'H Ha
pacuy€THOM CYETY M T.II.), HO IPU 3TOM TPEOYIOT COOOLIUTh HE TOJBKO HOMEpP KapThl U
®UO (6onpuie 11sl IepeBoia HUUETO He TpeOyercs), HO U Apyrue nasHele. [lomHure,
YTO €CJIM Bac IPOCAT COOOIIUTh NPUILEAIINI Ha Tene(OoH KOoJ, IPOMTH K OaHKOMAaTy U
COBEpUINTh KaKHE-TO JECUCTBUSA, BCTABUB Ballly KapTy (UTOOBI, HAIIpUMEp, MOATBEPAUTD
IPOXOXACHHUE IUIaTeX a), COOOIIMTh CPOK IEHCTBUS KapThl M TPEX3HAUHBIM KOJ Ha
OOOpOTHOM CTOpPOHE, TO O3TO MOIIEHHUKHU. I[IpekpamaiiTe KOHTAKTBl C TaKUMHU
«MOKyHaTeNsIMU» U, €CIH YCHEeNIM COOOIIUTh Kakue-TO JaHHbIe, HEMEJIEHHO
OmokupyiTe 0aHKOBCKYIO KapTy, TO3BOHUB 10 yKa3aHHOMY Ha Heil Homepy TeedoHa.

IIpenomiara 3a nokynaembiii ToBap. [lokymnas 4to-nmu6o, OyapTe OCTOPOKHBI,
€Clid Bac TPOCAT MPOM3BECTH NpeaoriaTy. BroiHe BO3MOXXHO, YTO TONYy4HMB €€,
«TpOJIaBel» MEePEeCTaHeT OTBEYATh Ha BAIlld 3BOHKH.

CMC-coo0mennst co ccblikoil. Ha HOMep, KOTOpbI BBl yKa3ad MpHU
nyOauKanuu oOBSABICHUS O MPOJAXKe WM JKEJTaHUHU YTO-JIMOO KYNMUTh, MOXKET HMPUNUTH
CMC-coobmienne ¢ mpeayioKeHueM ToBapa, oOMEHa M CChUIKOM Ha ATOT ToBap. Eciu
BbI IIEpEiI€Te MO CCBUIKE, TO 3arpy3UTe Ha CBOW Tene(OH BPEJOHOCHOE IPOrPaMMHOE
o0ecnieyeHre, KOTOPOE IMO3BOJIUT MOILIEHHUKAM IMOJIYYUTh JOCTYNl K BalllUM
OAHKOBCKUM KapTaM.

ByabTe 0cTOpPOKHBI, €CJIM BaM MpeAJIaraior:

. Ha3BaTh HOMEpP OaHKOBCKOM KapThl, TPEX3HAYHBIM KOJ HA OOOPOTHOW CTOPOHE
kaptel, [IMH-ko1;

. IIPOU3BECTU MAHUITYJISLIMU ¢ OAHKOBCKOM KapToi y OaHKOMarTa;

= COOOIIMTH NPULIEAIINI Ha TeNePOH KO,

= IEpEeBECTH CyMMy JeHer (aBaHC, 3ajor, IMOLUIMHA, HaJor, OLINOOYHO
NEPEBEAEHHBIN IIIATEX U T.IT);

u nepeiitu mo cceuike B Hurepnere, B CMC- wm MMC-coobmennn Ha
cMapTQoHe;

. MTO3BOHUTH 110 YKazaHHOMY B CMC-coob1ieHun Homepy Tenedona;

. OTIPaBUTH BaIlll HOMEP TeliePoHa;

o otnpaBuTbh CMC-coo01ieHrne Ha KOPOTKUI HOMEp;

. Ha3BaThb IMMApPOJIM OT BAllIUX JIMYHBIX CTPAHUYCK B CONNAJIbHBIX CCTAX.




1. CoBeTbl 0 6e30NMaCHOCTH PadoTe B 001IeT0CTYNMHBIX ceTax Wi-fi:

- He nepenaBaiite cBoro mnuHyro nHbopMaluioo depes obmienoctynuasie Wi-
Fi ceru. PaboTtast B HUX, KeJaTEIbHO HE BBOJIUTH MAPOJIH AOCTYIIA, JOTUHBI M KaKHE-TO
HOMeEpa;

- Hcnone3yiiTe U OOHOBIISIITE aHTUBHPYCHBIE TPOrpaMMbI M OpaHaMayep.
Tem cambiM Ber o6e3omacute cebs OT 3aKauKu BUpyca Ha YCTPOMCTBO;

" [Ipu ucnonv3oBanuu Wi-Fi otkmrounte QyHknuioo «OO0mmil moctym K

¢aiinam 1 npuHTepam». JlaHHas GyHKIINS 3aKphITa IO YMOJTYAHHIO, OJTHAKO HEKOTOPHIC
MOJIb30BATEIH aKTUBUPYIOT €€ sl yA00CTBa HCIIOIb30BaHMs B paboTe min yueoe;

= He wucnonwsyiite nyomuunsidi WI-FI s mepenauu JIMUHBIX JITaHHBIX,
HaIpUMeEp JIJIs BEIXOJa B COIMAIIBHBIE CETH WIIA B DJICKTPOHHYIO MOYTY;

. Hcnons3yiite ToOnbko 3anuiieHHoe coenuHenue uvepe3 HTTPS, a ne
HTTP, T.e. mpu Habope BeO-aapeca BBOaM UMEHHO «https://»;

. B MoOunpHOM Tenedone otkiarounte Qynkiuio «[loakmoueHue k Wi-Fi
aBToMaTU4ecku». He momyckaite aBTOMaTHYECKOTO MOAKIIOUEHUSI YCTPOHUCTBA K CETSIM
Wi-Fi 6e3 Barmero cornacusl.

2. OcHogHble cosembl O 6€30NACHOCMU 8 COUUAIbHBIX CeMAX:

. OrpanuubTe cnucok japysei. Y Bac B Apy3bsX He JOKHO OBIThH
CIIy4ailHBIX U HE3HAKOMBIX JIFOJICH;
. 3amuiaiTe CBOIO YacTHYIO >KU3Hb. He ykaswiBaiiTe mapoiu, Tesne(oHsl,

azpeca, 1aTy TBOErO POXKACHHS W JIPYIyIO JUYHYIO MH(OpManuio. 370yMBIIUIEHHUKA
MOTYT MCIOJIBb30BaTh Jaxe HHPopManuMi O ToM, Kak Bsl um Bamm poaurenu
IJIAHUPYETE MIPOBECTU JOCYT;

. Ecnu Bel roBopuTe C JIIOABMH, KOTOPBIX HE 3HAETE, HE MUCIOJIB3YUTE CBOE
peanbHOE UMS U JPYTYIO JIMYHYI0 HHPOPMALIMK: UMSI, MECTO KUTEJIbCTBA, MECTO YUEObI
U [IPOYEE;

. N36eraiite pasmemienus ¢otorpaduii B urepuere, rae Bol u300paskeHbl
Ha MECTHOCTH, 110 KOTOPOM MOKHO OIpEAEIUTh Balie MecTononoxexue;

. [Ipu peructpauvu B COLUUAIBHON CETH HEOOXOAMMO HCIIOJIb30BAThH
CJIO’KHBIE TapOJIU, COCTOSIIIME U3 OYKB U LU U C KOJIMYECTBOM 3HAKOB HE MeHee &;

o JIist  couManbHOW CETH, TOYThl W JAPYIHMX CalTOB HEOOXOIUMO

HCIIONB30BaTh pasHble maposid. Torma ecnm Bac B37OMarT, TO 3J0YMBIIUICHHUKH
MOJIy4aT JOCTYM TOJbKO K OTHOMY MECTY, @ HE BO BCE Cpa3y.
3. OcHnosnbvle coeemul no 6e30nacHoll padbome ¢ IIEKMPOHHBIMU OCHL2AMU:

. [IpuBsxkure K cyeTy MOOWIBHBIA TenedoH. DTO caMblii YJIOOHBIA U
OBICTPBIN CMOCOO BOCCTAHOBUTH JOCTYIN K cyeTy. [IpuBsizanHblii TenedOH MOMOXKET,
eciau 3al0yAeTe CBOM IUIATEKHBIM Maposib WIM 3aijere Ha CaWT C HE3HAKOMOTIO
YCTPOMCTBA;

. Hcnonb3yri omHopa3oBeie mnaponu. Ilocie mnepexoma Ha YCHIEHHYRO
aBropm3aiMio Bam yxe He OymeT yrpokatb OINACHOCTh KpaKW WU TepexBara
MJIATEKHOTO MAPOJIs;

= BriGepute cioxubiii maposb. I[lpectynmuukam Oyaer HE MPOCTO yrajaaTh
CJIOKHBIN Mapoib. HajgexHble maposii — 3TO Hapoiiv, KOTOPbIE COJEpk AT HE MEHee §
3HAKOB M BKJIIOYAIOT B CEOS CTPOUYHBIE M TMPOMHUCHBIC OYKBBI, IU(PHI U HECKOIHKO



CHUMBOJIOB, TaKH€ KakK 3HaK Jojuiapa, GyHTa, BOCKIMIATENbHBIN 3HaK U T.I. Hanpumep,

StRONg!;;
. He BBOAMTE CBOM TMYHBIE TaHHBIE HA caillTaX, KOTOPBIM HE JOBEPSIETE.
4. OcHnognbie cosemovl no 6€30nacHoOil padome ¢ 31eKMPOHHOI NOUYMOIL:
= Hano BeIOpaTh mpaBWIBHBIM TIOYTOBBIM CcepBUC. B wuHTEpHETE ecTh

OI‘pOMHI:Iﬁ BI)I60p OeCIUIaTHBIX MOYTOBBIX CCPBUCOB, OOHAKO JIYHIIC OOBCPATH TCM,
KOT'O0 3HACTC U KTO HepBBII;'I B pCﬁTHHFC;

. He yxaspiBaiiTe B auuHOM mouTe auuHyro uHbopmammio. Hampumep,
Jy4Ilie BEIOpATh «MYy3bIKaIbHBINA (paHaT@» uin «pok2013» BMecTo «temal3y;

. Hcnons3yilTe ABYXATAIHYIO aBTOPU3ALMIO. DTO KOrJa MOMHUMO MapoJst
HY>KHO BBOJIUTb KOJ|, MPUChUIaeMblid 10 SMS;

. BriOepute cioxHbId Mapoiib. s KaXAaoro MmoYTOBOTO SIIMKA JOJKEH
OBITH CBOM HAJEKHBIN, yCTONYMBBIN K B3JIOMY MapOJib;

. Ecnu ectb BO3MOXKHOCTH HamucaTb CcamMoOMy CBOM JIMYHBIM BOIIPOC,
UCIIOJIb3YUTE 3TY BO3MOKHOCTB;

. Hcnonb3yiiTe HECKOJBKO IIOYTOBBIX SAMMKOB. [lepBeli g 4YacTHOU

MIEPEINCKU C aJpecaTaMM, KOTOpbIM Bl ToBepseTe. ITO 3IEKTPOHHBIN aJpec HE HAl0
MCIIOJIb30BAaTh MIPHU PErUCTpallMK HAa (PopyMax U calTax;

. He otkpeiBaiiTe (aiipl U Apyrue BIOXKEHHUS B MHCbMAax Ja)K€ €ClIM OHU
npunui ot Bammx apyseit. Jlydmie yrouHute y HUX, OTIPaBIsUIM JU OHUM Bam 3Tm
(aiinsl;

- [locne oxoHwyaHuWsi pabOTHI Ha TIOYTOBOM CEpBHCE TEpeN 3aKpPHITHEM

BKJIAJIKM C CAUTOM He 3a0y/1bT€ HaKaTh Ha «BhIATHY.
5. Ocnogénvie coeemut no d0pvoe ¢ puwunzom (UHMEPHEM-MOUEHHULECEA):
- Crnenute 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaens, 4to Bara ankera
OblJIa B3JI0MaHa, TO HEOOXOAUMO 3a0JOKMPOBATh €€ U COOOIIMUTH aAMUHUCTpATOpam
pecypca 00 3TOM KaK MOKHO CKOPEE;

. Hcnionp3yiiTe 6e30macHbie BEO-CATHI, B TOM YHCJI€, UHTEPHET-Mara3uHoB
Y TIOUCKOBBIX CUCTEM,;
o Hcnionp3yiiTe cloXKHbIE W pa3Hble mapoiu. Takum oOpasom, eciu Bac

B3JIOMAIOT, TO 3JIOYMBINIJICHHUKH OJIy4YaT JOCTYH TOJBKO K oqHOMY Bamemy mpoduiiio
B CETH, & HE KO BCEM;

= Ecnu Bac B3nomanm, TO HE0OXOAUMO MPEAyNpPEJnTh BCEX CBOHUX
3HAKOMBIX, KOTOpbIe n00aBieHbl y Bac B npy3bsix, o Tom, uto Bac B3momanu u,
BO3MOXXHO, OT Bariero mMmenu OyaeT pacchbuliaThCsl ClaM M CChUIKM Ha (DUIIIMHTOBBIC
CaWTHI;

. YcranoBute HaaexxHbli apoib (PIN) Ha MOOMIIBHBIN TenedoH;

. OTxirounTe COXpaHeHue napoJis B Opaysepe;

6. Ocnosnvle cosemul no 3auwjume yUPpPoeoi penymayuu (Hecamuenas uiu
no3umuenasn ungopmayus 6 cemu o Bac):

= [Toxgymaiite, mpesxie 4em 4TO-TO MyOJIMKOBATh U TepeaaBath y Bac B Giore
WY B COLIMAJILHOM CETH;
= B Hnactpoiikax mpoduisi yCTaHOBUTE OTpaHWYEHUs Ha mpocMmoTp Barero

pOQWISL ¥ €T0 COAEP>KUMOTO, CACTANTE €T0 TOIBKO «JIJIS APY3Eh»;



- He pasmemnraiite m He ykaspiBaiiTe WH(OpPMAIUIO, KOTOpPask MOXET KOTO-
00 OCKOPOJISATh WIIK OOMKATh.

Co0irogaiiTe npaBuia:

. IToMHMTE, 4TO B BUPTYaJIbHOM IIPOCTPAHCTBE OTBETCTBEHHOCTh HACTYNAET
10 pEAJIbHBIM 3aKOHAM;
. VYBa)XUTEJIBHO U JOOPOCOBECTHO OTHOCUTECH K APYTUM I10JIb30BATENSAM

cetu MHTEpHET.

DenepanbHas cayx0da mo HaA30py B cepe CBA3H, HHPOPMANMOHHBIX TEXHOJIOT Uil
U MaccoBbIX KOMMYHUKauui (Pockomuansop):

Yupasienune Pockomuaazopa no BoJsrorpaackoi odsactu u Pecniyosinke
Kanmbikus

[1o oOparmieHusiM, OTHOCUTENBHO AEATEILHOCTH MOLIEHHUUECKUX MHTepHeT-pecypcos,
CO3JaHMs UCIIOJIb30BAHUS U PACIIPOCTPAHEHUSI BPEJOHOCHOTO MPOrPaMMHOTO
oOecreyeHus, HEMPaBOMEPHOIO JOCTYIA K KOMIIBIOTEPHOU HHPOPMALIUU, XUILEHUSIM,
COBEPILEHHBIM C UCIIOJb30BaHUEM MOIEIbHBIX OAHKOBCKHUX KAPT, JIEKTPOHHBIX
IJIATEKHBIX CUCTEM M CUCTEM JUCTAaHIMOHHOTO OAaHKOBCKOTO 00CITYKHMBaHUS



